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TunoBble TpeboBaHMA K annapaTHOMY U
nporpaMmmHomMy obecneueHunto

AnnapaTHo-nporpammMHas cpefa, B KOTOPOW npeanonaraetca ycTaHaBameatb Directum RX, pomxHa
YA, OBNETBOPATL ONpeseneHHbIM TpeboBaHuaM. TpeboBaHMA 3aBUCAT OT BapnaHTa NOCTaBKU:
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Cpesa pa3paboTkm

Directum Launcher

NHTerpaumoHHble BO3MOXHOCTU
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TpeboBaHUA K ceTam

KomnoHeHT Pabota uepes VIHTepHeT PaboTa B nOKasbHOM CETH
Jdoctyn K cetn NHTepHeT Cesasb 3G v BblLLe

MpoTtokon HTTPS HTTPS nan HTTP

CkopocTb nepegaym AaHHbIX MwuHumansHas — 515 Kéurt/c 100 M6ut/c

PekomeHayemas — 2 MbuT/c 1 BbiLle

Bpemsa Mexay oTnpasKoii 3anpoca He Bbiwe 50 mc He Bbiwe 10 mc
(RTT) n nonyuyeHnem oTeeTa

OBEHb MOTEPb CETEBbIX NaKeTOB e Bbilwe 5% e Bbiwe 0,1%
y H 5% H 0,1%

BAXHO. [1na paboTbl B NPOAYKTUBHOM CUCTEME HEOOXOAMMO HACTPOUTL 3aLUULLEHHOE MOAKAKYEHME MO
npotokony HTTPS. CoeanHeHne no HTTP gonyckaeTcs MCNo/ib30BaTb TO/bKO B TECTOBOW cpese. B 3Tom
Clyyae faHHble OT KJMEHTCKOro MPUAOXeHUs K Beb-cepBepy nepesaroTcs MO CETU B OTKPbLITOM BUAE.
Kpome Toro, nonmtunkmn 6esonacHocTn 6pay3epoB MoryT 610KkMpOBaTh BbINOJHAEMbIE 3aMpPOChl.

TpeboBaHuA K cepBepam

[Janee B pasgene noj TepMnHaMy KOMIMbIOTEP 1 CepBep MOHUMAETCS OTAe/bHbIN dusmyeckuii anbo
BMPTYyaNbHbIN cepBep.

YcTtaHOBKa MpPOAYKTMBHOIO CepBepa BKAKOYAET YCTaHOBKY KOMMOHEHTOB: Beb-cepBep, 6a3a AaHHbIX,
XpaHuaunie, Habop cepsucos: Workflow, npegnpocmoTpa, NaaHNPOBLLMKA, aCUHXPOHHbIX COBbLITUI 1 Ap.

KonnuectBo cepBepoB yBeNMUMBAETCA B 3aBMCMMOCTU OT KO/NMYECTBa MOJb30BaTesiel, KoTopble byayT
OAHOBpPeMeHHO paboTtaTb C cuctemMoil. TpeboBaHWs K MNpoLeccopy M ob6bemMy NamMaTU 3aBUCAT OT
KO/M4YecTBa OJHOBPEMEHHO paboTalolwmx MoAb30BaTENEN, aKTUBHOCTU WX paboTbl M KOAMYeCTBa
nHbopmaunm B cmucteme Directum RX. lMo3atomy B KaXaoM c/lyyae peKoOMeHAyeTcs onpeaenatb
TpeboBaHWA MHANBMAYANbHO.

BAXHO. /[ns koppekTHOW paboTbl cucTeMbl ybeauTech, YTO BPEMA Ha WCMNOJ/b3yEMbIX CepBepax
CUHXPOHU3MPOBAHO.

Ecan 6pokep coobueHnin RabbitMQ ycraHaBavBaeTca otaensHO ot Beb-cepsepa, TO ybeanTech, UTO Ha
KOMMblOTepe B KayecTBe XXeCTKOro Ancka ncnosbsyetca SSD-HakonuTens.

Ecan naaHNpyeTca NCnonb3oBaTb NPUAOCXKeEHNE DocumentUpIoader 4149 MaCCoOBOro MMnopTa 4OKYMeHTOB
B CUCTEMY, TO Tpe6OBaHI/IFI K annapaTHon 4acTn cepBepa onpefenarnTca MHaneBnayaibHO B 3aBUCMMOCTU
OT 3aHOCMMOTIO KOoJin4yecTBa AOKYMEHTOB.

,ﬂ,!’lﬂ XpaHeHA U ynpaBaeHna gaHHbIMU B BbICOKOHArpy>XeHHbIX CUCTEMaxX MOXXHO NCMNOAb30BaTb CUCTEMDbI
XpPaHeHnAa AaHHbIX.
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TpeboBaHusa K cepBepam

/1o 50 nonb3oBaTenewu

B 3Tom cnyyae 6a3y AaHHbIX, Be6-cepBep M BCe OCTa/bHble KOMMOHEHTbI MOXHO YCTAaHOBUTb Ha OAWH

KOMIMbIOTEP:

TpeboBaHue
Mpoueccop
Mamatb (O3Y)

Tun >XecTKkoro ancka

Kectkmin guck

CeteBoW aganTep

CepBep €O BCEMU KOMMOHEHTaMU
4 appa c yactoton 2 My

Ot 12 I'b. PacyeT namMsaTu ykasaH C y4eTOM UCMOb30BaHUA 0bLLero cepeuca
(GenericService)

SSD

OC: 1 anck

[JanHble: RAID-1 (2 ancka)
1 réut/c

/1o 500 nonb3oBaTeneu

B 3ToM cnyyae pekomeHAyeTCs Ha OAHOM cepBepe pa3BepHYTb 6a3y AaHHbIX, a Ha Apyrom — Bce
ocTa/ibHble KOMMOHEeHTbI (Beb-cepBep, CEPBUCHI CUCTEMBI):

TpeboBaHue
Mpoueccop
Mamatb (O3Y)

Twn »ecTkoro Ancka

XKectkuin gnck

CeteBol aganTtep

© Komnanusa Directum, 2025

SQL-cepsep Beb6-cepBep v cepBuChl
6 saep ¢ vyactoton 3 My, 6 sipep ¢ yacroton 3 Ty,
OT8Tb e 0710 Tb - npun ncnosb3oBaHMK 0b6LLErO cepBUCa

(GenericService);

e or 13 Tb — nNpM WCNONL30BAHUU OTAENbHbIX
CEepBUCOB (CEPBUC BbIMOJHEHNS BIOKOB CxeM 3ajay,
CEePBUC aCMHXPOHHBIX COBLITUIA, CEPBUC OTYETOB
CEPBUC BUAXKETOB)

SSD SSD

OC: 1 gnck OC: 1 guck

[Januble: RAID-1 (2 ancka) [Januble: RAID-1 (2 gucka)
1Tréunt/c 1 Téut/c



500-5 000 nonb3oBaTenen

B 3TOM cnyyae pekomeHAyeTCs YyBeIMUUTb KOIMUYECTBO 3K3eMMIsapoB Beb-cepBepa v pacnpesenvtb
Harpysky mexay HuMW. Ha oTAesnbHbI cepBep MNepeHecTi cepBUCbl cuctembl. [ns HanaHCMpoBKM
Harpysku n otkasoycromnumoctn Directum RX pekomeHayeTcs pa3BepHyTb 06paTHbIA NMPOKCU-cepsBep C
ncrnonb3osaHnem HAProxy nam Nginx.

TpeboBaHue SQL-cepsep Beb-cepBep B knactepe Cepsep c cepBurcamu
(TpeboBaHma ans ofHOro
y3na)
Mpoueccop 6 spep ¢ yactoton 3 My 6 Aanep ¢ yactoton 3 My 4 appa c yactoton 3 T
MamaTe (O3Y) OT114Thb OT10Th OT11TBb
Tun xectkoro gucka  SSD SSD SSD
XKectknin anck OC: 1 anck OC: 1 anck OC: 1 anck

Jannble: RAID-1 (2 gucka)  AdaHHble: RAID-1 (2 ancka) Jannble: RAID-1 (2 gncka)
CeteBoli aganTep 1T6éut/c 1 Téut/c 1T6ut/c

Bonee 5 000 nonb3oBatenewn

TpeboBaHVs onpeAenAlTCA MHAUBUAYANbHO, B 3aBUCMMOCTM OT 06bema AaHHbIX U XxapakTepa paboTbl
nonb3oBaTenen. [py 3TOM peKOMeHAyeTcA MepeHecTy CepBUCbl C OCHOBHOIO cepBepa Ha OTAe/bHble
KOMMbIOTEPbI Y HACTPOUTL BanaHCUPOBKY MexXay HUMW. [ogpobHee cM. B pyKOBOACTBE aZMUHUCTPATOPA,
pasgen «PaclmpeHHas ycTaHOBKa», BXOAUT B KOMIIEKT MOCTaBKMU.
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TpeboBaHusa K cepBepam

Beb6-cepBep u cepBucbl Directum RX

B pa3zene 3apukcnpoBaHbl TpeboOBaHWA K NPOrpaMMHOMY 0becneyeHmto Ha KOMMbOTEPAx C CEPBEPHON
yactbto Directum RX. MNpwu 3ToM TpeboBaHuma k O Ha KoMnbloTepe ¢ Be6-CcepBEPOM U Ha KOMMbIOTEPE C
cepsucamu cosnagarot

Linux

KommnoHeHT
ocC

KoMmnoHeHTbI gns
YCTaHOBKM U HaCTPOMKM

darinosasa cuctema

MNoanuncaHne
JOKYMEHTOB

LLndpposaHue
[OKYMEHTOB MO
anroputmam FOCT

MIMNopT 31eKTPOHHbIX
(MaWwmMHoOYNTaEMbIX)
[ OBEpPEeHHOCTEN

TpeboBaHue

Anbt CepBep 10

PEA OC 7.3/8.0

Astra Linux Special Edition 1.8.1 u Bbiwe («BopoHex», «Open», «CMoNeHCK»)
Astra Linux Special Edition 1.7.4 u Bbiwe («BopoHex», «Open», «CMoNeHCK»)
Ubuntu 20.04 LTS/22.04 LTS/24.04 LTS

Docker Engine 20.10.10 v Bbiwe (The Apache License 2.0)

RabbitMQ 3.8.1 v Bbiwe, pekoMeHayemasn Bepcus — 4

Ecan nnaHunpyetcs yctaHoBka cuctembl B noctaeke Directum RX Intelligence,
TO AN KOPPeKTHOU paboTbl cepsucos Directum Ario ncnonb3yinte Bepcuto RabbitMQ
3.13.0 v Bbiwe

Cuncrema, koTopasa no ymonudaHuio ncnonssyetcs B OC, Hanpumep ext4

[na nognucanma ¢ mcnonb3osaHnem [OCT-cepTndurkaToB MNOAAEPXKMBAETCA CPEACTBO
KpunTo3awmnTbl nHPopmauum (CK3M1) Kpuntollpo CSP 5.0.

Mpw 3TOM Ha KOoMMblOTep C KomnoHeHTaMu Docker Engine yctaHoBute ceptudukatbl 13
Lenoykn JAoBepus: KOPHEBOW cepTUdUKAT YAOCTOBEPSIOLLErO LieHTpa cepTudukaumm,
NPOMEXYTOUHble cepTUdUKaTBI.

Ecm nnaHupyeTtca ncnosb3oBatb YCOBEPLUEHCTBOBAHHYIO 3N1E€KTPOHHYIO NOAMNUCH:

e HacTpolTe paboTy C cepBepOM LUTaMMOB BpeMeHW. Vicnosnb3yinTe roToBbl cepBep
WITaMMOB, HampuMep, NpeAoCTaBAseMblli  akKpPeAWTOBaHHbIM  YAOCTOBEPSAOLLNM
ueHTpom (YLI) PHC Poccmu. Takke MOXKHO YyCTaHOBWUTL CePBEpP LUTaMIMOB Ha OTAE/IbHOM
KoMMbtoTepe, Hanpumep, nogaepxunsaerca Kpunrollpo TSP Server;

. Ha KOMMNbHOTEPE C KOMMOHEHTAMMU Docker Engine yCTaHOBUTE KOpHEBOl‘/JI CepTI/Iq)I/IKaT
CJ'Iy)K6bI LTaMnoOB BpEMEHMWN.

Ana  wncnonb3oBaHMA  0BNayHOM  3NEKTPOHHOM  MOANWCKM  TpebyeTca  cepBep
Kpuntollpo DSS 2.0

Ha komnbroTep ¢ cepBucoM xpaHuauw, Tpebyetcs yctaHoBka Kpuntollpo CSP Bepcun 5.0
W BblLLe.

Ecan Bmecte ¢ TOCT-anroputmom wundposaHua mncnoabsyrorca FOCT-ceptudukatel ana
lWndpoBaHMA CeKpeTOB CepBMca, TO Ha CepBUCE KIKOUeln Takxke TpebyeTca ycTaHOBKa
KpunTollpo CSP Bepcun 5.0 v Boiwwe. 310 TpeboBaHme Heobs3aTeNbHOE, Tak Kak Ha cepBuce
K/tOUel JOCTYMHO Ucnonb3oBaHue cepTudmkatoB RSA

DNEeKTPOHHasA JOBEPEHHOCTb cOCTOUT M3 XML-dalina n an. nognucm avua, KoTopsbli Bblgan
[ OBEPEHHOCTb U Aenermposan cBon nonaHomouus. OHa co3gaeTcs, HanpuMep, Ha canTte
peecTpa MallMHOUYMTaeMbIX AoBepeHHocTer PHC uam B cepBucax onepaTtopoB obMeHa,
KOTOpble MPeAOCTaBASAIOT Takue ycayru. 3ateM ee umnoptupytot B Directum RX.

Ecam ans nognucaHuns anekTpoOHHOM JOBEPEHHOCTM Mcnoab3oBanuck ceptudumkatbl FTOCT,
TO ANA KOppeKTHoro umnopTta B Directum RX Ha Be6-cepBepe A0KHbI ObITb YCTaHOB/EHDI
cpeacTtBa kpunTtosawmTtel nHpopmauunmn (CK3U). Kpmuntollpo CSP 5.0 yxe yctaHOBAEH B
KOHTenHepsbl cepBucos Directum RX
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Microsoft Windows

KomMnoHeHT
0oC

KomnoHeHTb! ans
YCTaHOBKM 1
HacTpOMKM

darinosasa cuctema

MNoanuncaHne
JOKYMEHTOB

LndpposaHune
JOKYMEHTOB MO
anroputmam FOCT

MMNopT 371eKTPOHHbIX
(MawWwnHounTaEMbIX)
LOBepeHHOCTeN

TpeboBaHue
Microsoft Windows Server 2016/2019/2022

Microsoft .NET SDK 8.0
Microsoft .NET Framework 4.8 1 Bbiwe
Internet Information Service 8.0 v Bbilwe
RabbitMQ 3.8.1 n Bbilwe, pekoMeHAyeMas Bepcus — 4
Ecnm nnaHunpyetcs yctaHoBka cuctembl B noctaeke Directum RX Intelligence,

TO A/ KOPPEKTHOM paboTbl cepBucos Directum Ario ncnonb3yiite Bepcuto RabbitMQ 3.13.0
Y Bbllle

NTFS

Ona nognucanna ¢ umcnosnb3oBaHvem [OCT-cepTMdumKaTOB MNOAAEPXKMBAKOTCA CPeacTBa
Kpunto3sawuntbl nHGopmauunm (CK3U):

o Kpuntollpo CSP 4.0/5.0 (B Tom uncne Kpuntollpo Cloud CSP);

e VipNet CSP 4.2

Mpn 3TOM Ha KOMMbOTEP C BeD-CepBEPOM HEOBXOAUMO YCTaHOBUTb CepTUdUKATbl U3
Lernoukn JOBepuUs: KOPHEBOW cepTndMKaT YAOCTOBEPSAIOLWEro LEHTpa cepTudukaumm,
NPOMEXYTOUHbIe cepTUdMKaThbI.

Ecnv nnaHupyeTca ncnonb3oBaTb YCOBEPLUEHCTBOBAHHYHO 3/1EKTPOHHYHO NOAMMUCH:

e HacTpouTe paboTy C cepBepoM LUTaMMOB BpPemMeHW. Vicnonb3yliTe roToBbIi cepBep
WTaMMOB, Hanpumep, MNpPejoCTaBAfeMbIA  aKKPeAUTOBAHHbLIM  YAOCTOBEPSAOLLAM
ueHtpom (YLI) PHC Poccun. Takxxe MOXHO YCTaHOBUTb CEPBEP LUTAaMMOB Ha OTAE/NbHOM
KOMMbloTepe, Hanpumep, noaaepxueaetca Kpunrtollpo TSP Server;

e Ha KOMMbtoTepe C BEG-cepBEPOM YCTaHOBUTE KOPHEBOW CepTUBUKAT CTyXHbl LUITaMNOB
BpeMeHMU.

Ans MCMONb30BaHUS  0OBJAUHON  NEKTPOHHOM nognucn  Tpebyetca  cepBep

Kpuntolpo DSS 2.0

Ha komnbtoTep ¢ cepBrcoM xpaHuauy, Tpebyetcsa yctaHoska Kpuntollpo CSP Bepcumn 5.0 n
Bblwe. Ecnn Bmecte ¢ NOCT-anroputMom WwndposaHus mncnonbsyrorca FOCT-ceptndukatsl
AnA WndpoBaHUA CEeKPETOB CEpBKCa, TO Ha CepBuCe KtOUen Takxke TpebyeTcs ycTaHOBKa
KpunTollpo CSP Bepcum 5.0 u Bhiwe. 310 TpeboBaHMe Heoba3aTeNbHOE, Tak Kak Ha cepBumce
KAtOYel AOCTYMHO Ucnoab3oBaHme cepTudmkato RSA

DNeKTPOHHas AOBEPEHHOCTb cocTomT 3 XML-dbalina n an. nognucy avua, KOTOpbIn Bblgan
[JOBEPEHHOCTb M JenervpoBan cBou nonHomoumsa. OHa co3jaeTtcs, Hanpumep, Ha cauTe
peecTpa MallMHOuUMTaeMbIx foBepeHHocTen ®HC wam B cepBucax onepaTtopoB 06MeHa,
KOTOpble NPeAOCTaBAAOT Takme ycayru. 3ateM ee umnoptupyrot B Directum RX.

Ecaun pns noagnmcaHus 31eKTPOHHOW AOBEPEHHOCTM NUCMOAb30Banuch ceptudumkatol FOCT, TO
Aana koppekTHoro nmnopta B Directum RX Heob6xoaMMO yCcTaHOBUTb Ha BEG-cepBep cpeacTBa
kpunto3awuntbl nHPopmaumn (CK3W). Moaaep>xkusatotca: Kpuntollpo CSP 4.0/5.0 (B Tom
umncne Kpunrtollpo Cloud CSP), VipNet CSP 4.2
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https://infotecs.ru/product/vipnet-csp.html#soft

TpeboBaHusa K cepBepam

YcTaHOBKa CEPBUNCOB Ha BblAe/IeHHOM cepBepe

Ecan ans pabotbl cuctembl Directum RX pecypcoB OCHOBHOTO cepBepa HeOCTaTOUHO, TO PEKOMEHAYETCA
nepeHecTV CepBUCbl Ha BbIAENEHHbIV CEepBeEp AN pacnpejeneHusa Harpysku. B paszene nepeuvcieHsi
TpeboBaHWsA K BblAeNEHHOMY CEPBEPY, B 3aBUCMMOCTU OT TOrO, Kakne CEPBUCHI NNAHUPYETCA NePeHECTH:

CepBuchl Mamate (O3Y)

CepBuc xpaHUANLL 2-3Tb

CepBuC aCHXPOHHbIX COBBITUIA 2-3Tb

CepBuc npegnpocmoTpa 4TBb

CepBuc xpaHeHns paiioB NpegnpocMoTpa 2-3Tb

CepBuc vHTErpaumm 4TBb

CepBucC BUAXETOB 2-3Tb

CepBuc oTueToB 2-3Th

Cepsnc NOMAD 2 Tb + 1,5 b Ha kaxgble 50 nonb3oBaTenel
CepBuc ktoyen 1-2Th

MoapobHee 06 ycTaHOBKE CEPBUCOB Ha BbIAENEHHOM CEPBEPE CM. B PYKOBOACTBE aAMUHWUCTPATOPa,
pa3gen «PaclimpeHHas ycTaHoBKa», BXOAWT B KOMMIEKT NMOCTaBKW.

CYB/

Cepsep CYB/], sonxkeH ObITb HEUYBCTBUTENbHBIM K PEFUCTPY.

CYB/], Ha ocHoBe PostgreSQL Microsoft SQL Server
Bepcun e PostgreSQL 11/12/13/14/15/16/17 e Microsoft SQL Server 2012 Standard/Enterprise Edition
Cyb4, e Postgres Pro 11/12/13/14/15/16/17 32- nnmn 64-paspagHas

e Jatoba 4/5/6 ¢ Microsoft SQL Server 2014 Standard/Enterprise

e Tantor 15/16 Edition/Business Intelligence 32- naun 64-paspagHas

e Microsoft SQL Server 2012/2014/2016 Express

e Microsoft SQL Server 2016/2017/2019/2022
Standard/Enterprise Edition 64-pa3psagHas

BAXHO. TlMpu wucnonb3oBaHum Microsoft SQL Server Express noaaep>xvBaetcs pabota He 6onee
50 nonb3oBaTtenen, Tak kak obbem 6a3bl AaHHbIX orpaHuyeH 10 I'b, ncnonb3oBaHMe pecypcoB cepBepa —
oAHUM dusmueckmm npoueccopoM n 1 I'b O3Y. YuuTbiBalnTe, UTO NpeBbieHne orpaHuyerua B 10 Tb
NPMBOAWT K TOMY, YTO 6a3a AaHHbIX nepectaeT pabotaTb. V13-3a 3atoro B Directum RX dukcmpyrotcs
owmnbky, 1 cucTtema cTaHOBUTCA HepaborocnocobHoW. Takxe mnocne ycTpaHeHus npobaem
nepenonHeHusa b/l moryT 6biTb NOCNEACTBMA: BOSBHUKHOBEHME HaBeAeHHbIX onbok, 6esBo3BpaTHan
nortepsa AaHHbIX U Jp.

Ans Bcex Bepcuii Microsoft SQL Server pekomeHAyeTcs yCTaHOBUTb NOC/eHNE aKTyaslbHble OOHOB/IEHUS
Service Pack.

© Komnanusa Directum, 2025 8



Cepsuc NOMAD

Konnuectso cepeepos, Ha KoTopeble ycTaHaBamBaetca cepsmuc NOMAD, ysennumBaeTca B 3aBUCMMOCTU OT
KO/sM4yecTBa Mosb3oBaTeneln, oAHOBPEMEHHO paboTaroLmx C CUCTEMOUN Yepe3 KJIVEHTCKME MPUIOXKEHNS
Directum Solo n Directum Jazz. B obwem cnyyae Ha kaxable 1000 nonb3oBaTesnen pekoMeHAyeTcs
yctaHasavBatb cepBuc NOMAD Ha oTgenbHbIn cepsep.

KomnoHeHT TpeboBaHue

Mpoueccop B 3aBMCMMOCTM OT KO/IMYeCTBa NOJb30BaTENEN:
e 10 50-2 agpa c yactoton 2 Ty,
e 10 100 -4 saapa c yactoton 2 Iy,
e 10 200 - 8 spep c yactotom 2 My
e 10 500-12 agep c yactoton 2 My
e 10 1000 - 16 sigep ¢ yactoTom 2 Iy,

MNamatb (O3Y) 2 b + 1,5 b Ha kaxable 50 nonb3oBaTenen.

TpeboBaHWsA K 06BbEMY NaMATU 3aBUCAT OT KOAMYECTBA OAHOBPEMEHHO paboTatoLLmx
nosib3oBaTenel, akTMBHOCTU UX PaboTbl U KoMYecTBa MHPOPMaL MK, NepesaBaemMol
B KJIMEHTCKME MPUIOXKEHMs. [O3TOMY B KaXKA0M Cyyae PEKOMEHAYETCS ONpeAensiTh
TpeboBaHWA MHAMBUAYaNbHO. HanpuMep, nepegaya B Solo v Jazz 50 3agaHuii npu
NepBMYHON 3arpy3ke AaHHbIX 3aHUMaeT okono 4 Mb O3Y

MecTo Ha XecTKoM auncke 10Th
CeteBol aganTtep 100 MéwuT/c

CkopocTb nepegaum gaHHbix 10 M6uTt/c

Linux

KomnoHeHT TpeboBaHue

0oC AnbT CepBep 10
PEA OC 7.3/8.0
Astra Linux Special Edition 1.8.1 u Bbiwe («<BopoHex», «Open», «CMONeHCK»)
Astra Linux Special Edition 1.7.4 un Bbiwe («<BopoHex», «Open», «CMONeHCK»)
Ubuntu 20.04 LTS/22.04 LTS/24.04 LTS

KoMnoHeHTbI a4 Docker Engine 20.10.10 u Bbiwe (The Apache License 2.0)

YCTaHOBKM M HAaCTPOMKM

®annoBas cuctema Cucrema, koTopasa no ymonudaHuio ncnonesyetcs B OC, Hanpumep, extd

MoanucaHuve gokymeHtoB  Ecam ana nopnucanHus mcnonb3yrotca ceptudukatel TOCT, TO yctaHoBUTE CpeacTBa
KpunTo3awmnTbl nHPopMauun. Moaaepxmeaerca Kpuntollpo CSP 4.0 uan 5.0.

Mpw aToM Ha komnbtoTep ¢ cepBncoM NOMAD HeobxoanMO yCTaHOBUTL cepTuduKaThbl
M3  LEenouYkn [JOBepua: KOPHEBOW  cepTUdMKaT  YAOCTOBEPAIOLEro  LeHTpa
cepTuduUKaLLMmn, NPOMeXyToUHbIe cepTudmKaThbl.

Ecav ana nognucaHma ucnonb3ytoTca cepTuduKathl, BblJaHHble COBCTBEHHbIM YL,
npuobpetnte AMLEH3MIO Ha npaBo ucnosb3oBaHua Kpuntollpo CSP Ha cepsuce

NOMAD
MpoBepka yCTPOWCTB C Ha komnbtotep ¢ cepBucom NOMAD HeobxoaMMO yCTaHOBUTL cepTuduKaTtbl W3
MOMOLLbIO LLENOYKN JOBEPUS: KOPHEBOW CepTUdUKAT YAOCTOBEPSAIOLLErO LieHTpa cepTudumKaumm,
DeviceValidationPlugin npomMexyTouHble cepTudukatol. C KX MOMOLLBIO MNOATBEPXKAAETCA MOAJNHHOCTD

KAoYen LIJI/ICI)pOBaHI/Iﬂ, KOTOpble NCMNONBb3YHTCA AN NOANNCaHNA TOKEHa
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https://docs.docker.com/engine/
https://github.com/moby/moby/blob/master/LICENSE
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TpeboBaHusa K cepBepam

Microsoft Windows

KomMnoHeHT
ocC

KoMMoHeHTbI Ans1 yCTaHOBKM
N HacCTPOMKM

dalinoBasa cuctema

I'Iop,nmcaHl/le AOKYMEHTOB

MpoBepka yCTPOWUCTB C
MOMOLLbHO
DeviceValidationPlugin

MpeobpaszoBaHune
AokymeHnToB B PDF

© Komnanusa Directum, 2025

TpeboBaHue
Microsoft Windows Server 2016/2019/2022

Microsoft .NET SDK 8.0
Microsoft Internet Information Services 8.0 v BbiLLe

NTFS

Ecam ana nognucanua ucnonesytotca ceptudmkatel FTOCT, TO ycTaHOBUTE CpeacTBa
KpunTo3sawmntel HPopmaumm. Mogaepxumsaetca Kpuntollpo CSP 4.0 nam 5.0.

Mpu 3TOoM Ha komnbroTep ¢ ceprcoM NOMAD Heob6xoAMMO yCTaHOBUTL cepTUdMKATHI
M3  LEMOYKM JOBEpUs: KOPHEBOM  cepTudMKaT  yAOCTOBEPAIOLEro  LeHTpa
cepTuduKaLmnmn, NPOMeXXyToUHble cepTudukatel. ECn ana nognucaHna NCNob3yroTcs
ceptuduKaTbl, BbiJaHHble cOBCTBeHHbIM YL, npuobpetute nuLeH3WIO Ha NpaBso
ncnonb3oBaHma Kpuntollpo CSP Ha komnbtoTepe ¢ cepsncom NOMAD

Ha komnbtotep c cepencom NOMAD HeobxoAMMO yCTaHOBUTb cepTudukaTbl n3
LLenoYkn JoBepUs: KOPHEBOW CepTUdMKAT yAOCTOBEPAIOLLErO LieHTpa cepTudumKkaumm,
NPOMEeXyTouUHble cepTudukatel. C KX MOMOLLbIO MOATBEPXKAAETCA MOAJINHHOCTb
Kntoyen wndpoBaHMa, KOTOPble NCMOb3YIOTCA A4 NOAMMCaHMA TOKeHa

Y106bl NOBBLICUTL KaUeCTBO NpeobpazoBaHma AOKyMeHTOB 13 dopmaTta ODT B PDF, Ha
komnetoTtep ¢ cepsncom NOMAD Heobxoaumo yctaHosuTb LibreOffice 7.4 v Bbiwe
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MoctaBka Directum RX Intelligence

Cucrema Directum RX B noctaeke Intelligence ocBoboxaaer cOTPyAHVKOB OT BbIMOAHEHUA PYTUHHBIX
onepaumni no obpaboTke JAOKYMEHTOB 3a CYET WCMONb30BaHUA BCTPOEHHbIX WHTENNEKTYaNbHbIX
MeXaHV3MOB U ApYrux Al-MHCTPYMEHTOB U GYHKLMIA.

B pasgene nepeuncneHbl TpeboBaHMA K annapaTHO-MPOrpaMMHOMY oOb6ecneyvyeHnto KOMMOHEHTOB,
Heobxoanmblx ans pabotbl cuctembl Directum RX Intelligence: cnyxba BBOZa A0OKYMEHTOB, CEPBUCHI
Directum Ario, Ario Visual Image Annotator v novckoBas cucrema Elasticsearch.

CepBep cny>kbbl BBOAA AOKYMEHTOB

Cny>xc6a BBOZa JOKYMEHTOB aBTOMATU3NPYET 3aHECEHWE B CUCTEMY JOKYMEHTOB 13 BHELLIHMX MCTOYHWUKOB,
HanpuMep CKaHEPOB WM 3NEKTPOHHOM MOYTbI, U MOXET NUCMO/Ib30BaTbCA B NHOOOM BapuaHTe NMOCTaBKM
Directum RX.

Ans nonHoli o6pabotkn 300 fOKYMEHTOB B 4ac (MOJyyYeHWe, OTCNEXMBaHWE TPUITepa, 3aHeceHve B
cmcTemy) Tpebyetcs:

KomnoHeHT TpeboBaHue
Mpoueccop 4 appa c yactoton 3 Ty
Mamate (O3Y) 6Tb
CeteBoW aganTep 100 Mb6wut/c
0oC Linux

AnbT Cepeep 10

PEA, OC 8.0

Astra Linux Special Edition 1.8.1 u Bbiwwe («<BopoHex», «Open», «CMoNeHCK»)
Astra Linux Special Edition 1.7.4 n Bbiwe («<BopoHex», «Open», «CMONEHCK»)
Ubuntu 20.04 LTS/22.04 LTS/24.04 LTS

Windows

Microsoft Windows Server 2016/2019/2022

Mpouee Microsoft .NET SDK 8.0

PekoMeHzyeMble napaMeTpbl obpabaTbiBaeMbIX JOKYMEHTOB:

e pa3pewatowas cnocobHoctb — 300 dpi;

e rnybuvHa uBeTa — OTTeHKM ceporo (8 6ur).

MPUMEYAHWUE. Echv npon3BoanTENbHOCTM CY>KObl BBOAA AOKYMEHTOB HEAOCTaTOYHO A/ 06paboTkm
noTtoka JOKYMEHTOB, PEKOMEHAYyeTCs TMNepeHecT ee Ha OTAeNbHbIM CepBep WA  pPa3BepHyTb

AOMOJIHUTEIbHbIE CJ'Iy)K6bI Ha BblAeNneHHbIX CepBeEpax. I'Ipm 3TOM, eC/i NCNOoAb3yeTCA HECKOJIbKO C}'Iy>K6
BBOJa AOKYMEHTOB, HEJIb3A HaCcTpamBaTb UX Ha O4VNH UCTOYHKK 3aXBaTa.

© Komnanusa Directum, 2025
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TpeboBaHusa K cepBepam

CepBucbl Directum Ario

TpeboBaHus K annapaTtHoMy obecneuyeHuto

MwuHVMManbHble TpeboBaHWA ANS YCTAaHOBKM CEPBUCOB:

KomnoHeHT TpeboBaHue
Mpoueccop 4 n 6onee normyeckux agep ¢ yactotonn 2,4 My n noaaepskkon AVX
Mamsate (O3Y) Linux >0rE

Windows 10TB

Tun >ecTKkoro ancka SSD

MecTo Ha xxecTkom ancke YcraHoska: 50 I'b

BpemeHHble darnbl B npouecce paboTbl: o1 20 I'b (B 3aBMCMMOCTU OT o6bema 1 pa3mepa
obpabatbiBaeMbIX JOKYMEHTOB)

CeteBol agantep 1 T6éut/c 1 Bbiwe

TpeboBaHMA K MpoOrpaMMHOMY ObGecneyeHU0 CepBEpPOB, Ha KOTOpble YCTaHaB/AMBAKOTCS CEPBUCHI
Directum Ario, 3aBUCAT OT onepaLymoHHOM cucTeMsbl. MoapobHee cM. pasgen «TpebosaHus K [10».

B npoayKT1BHOM Ccpese pekoMeHAyeTcs yCTaHaBAUBaTb:

e cepBucbl Ario Ha OTAeNbHbIA OT cuctemMbl Directum RX cepBep. 910 HeobxoaMMO, Tak Kak B MuKax
Harpy3ku cepsucbl notTpebaatoT 100% BbiAeNEHHbIX MOLLHOCTEN;

e CYB/, PostgreSQL n 6pokep cOObLLEHNA Ha pa3Hble KOMMbIOTEPHI, BblAENEHHbIE TOAbKO ANS WX
paboThbl.

CobnrogeHne MWHUMaNbHbBIX CUCTEMHbIX TpeboBaHWi Mno3BosseT obpabaTbiBaTb HEOONbLIOW MOTOK
JOKYMEHTOB, MO3TOMY MOAXOAMT TONAbKO ANS HAaCTPOWKWM CEPBUCOB WM AEMOHCTpaumu mx pabotbl. Ans
NPOAYKTUBHbIX CUCTeM Tpebyemasa KOHdurypauus obopysoBaHMS onpejensercs C yyeTom obbema
AOKYMEHTOB, KOTOpbI obpabatbiBaeTca cepBmucamu Ario:

e ec1n obbeM JoKyMeHTOMoToKa B Mecal, coctaBaseT 20 90 000 gokymeHTOB, BCe cepBuchbl Directum
Ario MOXHO YCTaHOBWUTb Ha O4MH CepBep;

e ecan obbem gokymeHTOonoToka B Mecal, npesbiwaeT 90 000 AokyMeHTOB, peKOMeHAyeTCs yCTaHOBUTb
Directum Text Extractor Service n apyrve cepBuCbl Ha OTAe/bHble BUPTyasbHble AN Pusmyeckme
MaLLMUHblI.

BAXHO. O6beM AOKYMEHTONOTOKA PacCUMTaH UCXOASA U3 CPEAHMX 3HAYEHUA: 06BbEM OAHOrO AOKYMeHTa
— 3-5 cTpaHuupl, BpeMs 06paboTkun — 8 YacoB B AeHb, 22 AHA B MecsL,. 3a pacyeToM Npu ApYrmx 3HaUEHMAX
06paTUTeCh K KOMMaHUU-BEHAOPY.
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O6paboTtka 2o 90 000 foKyMeHTOB B MecsAL,

Onpeaennte HeobxoanMyo KOHOUrypaLmo obopyaoBaHMs No Tabavue:

KonnuectBo fOKyMEHTOB B KonnuectBo nornuecknx agep Ha  O6beM onepaTvBHOW NaMATU Ha
MecaL, cepsepe cepsepe, I'b
Jo 25 000 4 Linux »p
Windows 19
25 001-55 000 8 Linux o4
Windows | 15
55 001-90 000 12 Linux 40
Windows | 5

MPUMEYAHUE. Ecnam KkKoamMuyecTBO JAOKYMEHTOB B MecAl, OAM3KO K MOTrPaHMYHOMY 3HaueHWto,
peKkoMeHAyeTCa MCMOb30BaTh KOHPUIypauuto Ansa 6oablero obbema AOKyMeHTONoTokKa. Takmum obpasom
obecneumBaeTca Hagnexallasa ckopocTb 06paboTkM NPW NMUKOBbIX Harpyskax, KorAa 3a KOPOTKUIA NepUOA
BPEMeHW nocTynaeT 60/blloe KOANYECTBO JOKYMEHTOB.

ObpaboTtka 6onee 90 000 fOKyMEHTOB B MecsL|,

Onpegenvte HeobxoanMyto KoHbUrypaLuuio obopyAoBaHus no Tabavue:

Konnuectso OcHOBHOW cepBep Cepsep Directum Text Extractor Service

AOKYMEHTOB B KonvuectBo O6bem KosnnuectBo O6bem

MecAL NOTMYECKUX A4ep  OnepaTUBHOW NOTVYECKMX a4ep  OnepaTUBHOM

namaTtn, b namaTtn, b

90 001-150 000 10 14 10 Linux »g
Windows | 14

150 001-250 000 16 24 16 Linux 4g
Windows | 54

Ana obecrneveHna 0TKa30yCTONUMBOCTU TakXKe PEKOMEHAYEeTCA YCTaHOBUTb Ha OTAE/IbHble BUPTyasbHble
MaLLVHbI Wan pusmyeckme cepeepa:

cepsuc Directum Storage Service. Ha cepBepe MCNoab3ynTe BbICOKOCKOPOCTHbIE XecTkune anckn HDD
nan SSD, o6beanHeHHble B KOHPUrypauwnto RAID;

cepswuc Directum Object Detector Service;
cepsuc Directum Image Classifier Service;

cepsuc Directum Text Classifier Service;

rpynny cepsucos Directum Fact Extractor Service: Directum Fact Extractor Base Service, Directum Fact
Extractor Rules Service n Directum Fact Extractor Learn Service.

Moakntounte BMPTyasbHble MalVHbl WAK PU3Myeckme cepsepa K eanHOMY 6Opokepy cooblieHuni
RabbitMQ.
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TpeboBaHusa K cepBepam

Ob6beM cucTeEMB XPaHEHNA AAHHbIX

O6bem cuCTeMbl XpaHEHNA JaHHbIX PacCYMTbIBaETCA No Gopmyne:

06bem cucTeMbl KOJNIMYECTBO D6p363TbIEaeMbIX cpeAHmﬁ pasmep cpejHee KONMYeCcTBO nepuosa XpaHeHna
XpaHEeHMs faHHbIX [IOKyMEHTOB B /leHb nokymeHTa (MB) CTPaHULL B AOKYyMeHTe BPEMEHHbIX JOKYMEHTOB

Hanpumep, ans 5000 o6pabaTbiBaeMbIX JOKYMEHTOB B ieHb CO CPEAHUM KOIMYECTBOM CTPAHUL, 2, Kaxkaas
N3 KOTOpbIX pasMepom 4 Mb, npu nepmnoge xpaHeHs BPEMEHHbIX 4OKYMEHTOB MO YMOAYaHWUIO (3 AHSA)
obbeM cnctembl xpaHeHus coctasut: 5000 wTt *4 MBb * 2 ctp * 3 gH. = 120 Th.

ObyueHne mogenen knaccmdukaumm n n3enedyeHns GakTos

Ana obyueHna mopgenein knaccudukaumm n nssneyeHua GakToB peKOMeHAYeTCA YCTaHOBWUTb KOMWUW
cepsucoB Directum Text Classifier Service n Directum Fact Extractor Learn Service Ha oTgenbHble
BMPTyabHble MallWHbl Man dulnyveckme cepeepa, YTobbl He 3aMeaNsaTb PaboTy NPOAYKTUBHOW CUCTEMBI.
MNocne ycTaHOBKM HeobXOAMMO HacTpouTb MapameTpbl can_train_models B cooTBeTCTBYHOLMX
KOHUrypaumoHHbix dannax cepsumcoB. MNoapobHee cMm. B gokymMeHTauum Directum RX B onwucaHmm
NHTEeNNEeKTyaNbHbIX BO3MOXHOCTEN CUCTeMbl, pa3genbl «KoHburypupoBaHue Hactpoek Ario» (Linux,
Windows).

Ans cepsuca Directum Text Classifier Service cuctemHble TpeboBaHWsA He MEHSHOTCA B 3aBUCUMOCTM OT
KO/MIMYecTBa pa3MeyeHHbIX JOKYMEHTOB.

Ana cepsBuca Directum Fact Extractor Learn Service onpegennte HeobxoAvMyk KOHUrypaumio
obopyaoBaHus no Tabanue:

KonnuectBo pasmeyeHHbIxX KonnuectBo nornyeckmx agep Ha O6BbemM onepatrBHOM namaTtn, I'b
AOKYMEHTOB cepsepe

Ao 500 4 16

501-1 000 4 24

1001-1 500 4 32

1501-3 000 8 48

3 001-6 000 8 64

Echv nnaHupyetca poobyueHue mMogeneli 6a30BOM MOCTaBKW, TO ANS ONpejeneHus KoHburypauum
oMnepaTUBHOWM NaMATW YUYUTbIBAETCA KONMUECTBO pPa3MeUeHHbIX JOKYMEHTOB W BWJ UCXOAHOW MOZENW.
Ob6bem paccumnTbiBaeTca No popmye:

O06bemMm namaTu gnAa obrem NamaT ANA obbemM namATK 4na
AoobyueHUA WCXOHOMO KONMYecTBa AOKYMEHTOB 0by4eHWA Ha onpedeneHHOM BMAE AOKYMEHTa

rae:

e 06bem NamATM ANA NCXOAHOIO KOMYECTBA JOKYMEHTOB onpeaensetca no Tabaniie Bbille;
e 06bem NamaTu Ana obyveHnsa Ha onpejeneHHOM BUAe JOKYMEHTa, rae:
e AKT BbINONHEHHbIX paboT — 32 Ib;
e [loctaHoBneHwue cyaebHbix npuctasos — 16 I'G;
e Cuert Ha onsaty (aHrnoa3bluHbIN) — 48 Ib;
e Bxopsawee nucemo, Cuet Ha onnaty (pycckoasbiuHbin), CyeT-dakTypa, ToBapHasa HaknagHas,
YA - 64 1b.
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https://club.directum.ru/webhelp/directumrx/web/index.html?ario_konfigi_linux.htm
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Tak, Hanpumep, ana goobyueHns mogenn Ha 3 000 akTOB BbIMOAHEHHbIX paboTt notpebyetca 80 b
onepaTvBHOW MaMATN Ha cepsepe (48 b ansa Tpex Thicay fokymeHTOB + 32 b An4 akTa BbIMOJHEHHbIX
pabor).

Ans  ypobcTBa onpeaeneHns HeobXoAMMOM KOHOUTypauum namatn  Aas  J00BydYeHMs MOXKHO
BOCMO/1b30BaTbCA TabauLen:

Bug nokymeHTa KonnuectBo pa3sMeyeHHbIX 4OKYMEHTOB

2o 500 501-1 000 1001-1500 1501-3000 3001-6000
AKT BbINONHEHHbIX PaboT 48 56 64 80 96
Bxopduee nucbMo 80 88 96 112 128
MocTaHoBneHWe cyaebHbIX 32 40 48 64 80
npucTaBoB
CueT Ha onnaty (pycckossbluHbiin) 80 88 96 112 128
CueT Ha onnaty (aHrnos3blYHbIN) 64 72 80 96 112
Cuet-daktypa 80 88 96 112 128
ToBapHas HaknagHas 80 88 96 112 128
YHuBepcanbHbI nepegatoyHblin 80 88 96 112 128
BOKYMEHT

OrpaHnyeHunsa ans Linux

Ana pabotbl cepBucoB Directum Text Extractor Service n Directum Fact Extractor Learn Service B
onepauyvoHHOM cnucteMe Ha b6ase Linux TpebyeTca 4ONONHMTENbHOE OrpaHMyeHre ob6bemMa NCNoab3yemMou
onepaTMBHOW MNaMATM COOTBETCTBYIOLMX KOHTeMHepoB. [0 AOCTUXKEHWMU YCTaHOBAEHHbIX NUMUTOB
KOHTEMHepbl aBTOMaTUYeCKM nepesanyckaroTcs.

Mo yMONYaHWIO YCTaHOB/IEHbI CeAYHOLLME TMMUTEI 06 beMa OnepaTUBHON NaMATK:
e ans Directum Text Extractor Service — 16 I'b;
e ans Directum Fact Extractor Learn Service — 16 I'b.

NToroBoe 3HaueHune onpegenserca ¢ Yy4vyeTtoM obbema o0b6bpabaTbiBaeMbix AOKYMEHTOB MO
COOTBETCTBYHOLMM Tabanuam BbiLLe.

MNocne pacyeTa Be/IMUMH HEOHXOAMMO OrpaHU4YMTb O6beM onepaTMBHOW NaMATW, KoTopbid OyseT
MCrnoab30oBaTbCA KOHTeWHepamu. [logpobHee cm. B AokymeHTaumm Directum RX B onucaHmm
NHTEeNNEeKTYalbHbIX BO3MOXHOCTEN CUCTeMbl, pa3fen Ana YCTaHOBKM cepBMCOB Ha Linux «[lopaaok

YCTaHOBKW».

© Komnanusa Directum, 2025
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https://club.directum.ru/webhelp/directumrx/web/index.html?arioinstall_linux_directum_launcher.htm
https://club.directum.ru/webhelp/directumrx/web/index.html?arioinstall_linux_directum_launcher.htm

TpeboBaHusa K cepBepam

TpeboBaHusA K nporpaMmMHOMY obecrneyeHunto

B pasgene 3adukcmpoBaHbl TpeboBaHWA K NMporpaMMHOMY obecrneyeHuto AN CepBepoB, Ha KOTOPbIX
nnaHupyeTcs yctaHoBka cepBucoB Directum Ario. TecTvpoBaHue cepBMCOB Ario MPOBOAWAOCH Ha
yKa3aHHbIX BepCUAX MPOrpPaMMHbIX KOMMOHEHTOB. [lpu uncnonb3oBaHMM 60nee HOBbIX Bepcuii
paboToCnOCOBHOCTb CEPBMCOB HE rapaHTUPYyeTCs.

Linux

KomMnoHeHT
0oC

KOMMNOHEeHTbI ana
YCTaHOBKU 1 HaCTpOI7IKI/I

CYB/

TpeboBaHue

AnbT Cepsep 10.0-10.1

PEL OC 7.3

Astra Linux Special Edition 1.8.0-1.8.1(«BopoHex», «<Open»)
Astra Linux Special Edition 1.7.4-1.7.5 («<BopoHex»)

Ecan ncnonbsyetca Astra Linux Special Edition Bepcun 1.7.4 nan 1.7.5, Bepcusa agpa Linux
BOKHa 6bITb He HUXKe 5.10. MHaue sapo HeobxoANMO OB6HOBUTL.

JonosHUTENBHO MOXHO Mcnonb3oBaTh peno3umtopum Astra Linux Special Edition 1.7.
MospobHee noOpPAJOK MOAKAOYEHNA peno3uTopreB CM. B cTatbe «/IHTepHeT-
penosuTopum Astra Linux Special Edition x.7».

Ubuntu 20.04 LTS/22.04 LTS/24.04 LTS

Docker Engine 24 v Bbiwe

Docker Compose 2.16.0 (ycTaHaBAMBaeTCA aBTOMaTUUECKM)
RabbitMQ 3.13.0 v Bbiwe (ycTaHaBAMBaETCA aBTOMaTUYECKN)
Python 3.7 v Bbiwe

PostgreSQL 11-17

Tantor 15/16

Jatoba 6

Microsoft Windows

KoMnoHeHT
oC

KoMnoHeHTbI anis
YCTaHOBKW M HaCTPOWMKM

CYBA,

TpeboBaHue
Microsoft Windows Server 2016/2019, kpome Windows Server Core

Microsoft Internet Information Services 7.5 v BbiLue

PacnpocTtpaHsaembin komnoHeHT Microsoft Visual C++ ana Visual Studio 2019
(vc redist.x64.exe)

ASP.NET Core Runtime 6.0.23
RabbitMQ 3.13.0 v BbiLwe

PostgreSQL 11-17
Tantor 15/16

Jatoba 6
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https://wiki.astralinux.ru/x/4gZ0CQ
https://wiki.astralinux.ru/x/4gZ0CQ
https://www.postgresql.org/download/
https://tantorlabs.ru/products/dbms
https://www.gaz-is.ru/produkty/inform-sistemy/subd-jatoba#opisanie
https://visualstudio.microsoft.com/ru/downloads/
https://visualstudio.microsoft.com/ru/downloads/
https://dotnet.microsoft.com/en-us/download/dotnet/6.0
https://www.postgresql.org/download/
https://tantorlabs.ru/products/dbms
https://www.gaz-is.ru/produkty/inform-sistemy/subd-jatoba#opisanie

Ario Visual Image Annotator (AVIA)

NHCTpyMeHT BuM3yanbHOW pa3metkn Ario Visual Image Annotator momoraetr camocTtosTenbHo, 6e3
npuBaeYeHns pa3paboTunKoB, MOATOTOBUTb AOKYMEHTbI A1 0ByUYeHUA MoeNneln U3BAeYEHNS PEKBU3NTOB
nog, NoTpebHOCTN opraHm3aLmn.

KomnbroTep, Ha KOTOPOM YycTaHaBamMBaeTcsa npuaoxeHue AVIA, fonKeH COOTBETCTBOBATb C/eAyHOLUM
MWHWMaNbHbIM TpeboBaHMAM:

KomnoHeHT TpeboBaHue

Mpoueccop 2 aapa c yactoton 1,6 My,

Mamate (O3Y) 512 MB

ocC Microsoft Windows 8/8.1/10 Pro/Enterprise 32- unu 64-pa3psgHas Bepcus

Microsoft Windows Server 2016 ¢ o6HoBaeHnem KB3213522

Microsoft Windows Server 2019
Microsoft Windows 7 Professional/Enterprise/Ultimate 32- nau 64-pa3psgHas Bepcus
(orpaHnyeHHasa noaaepxka)

Mpouee CeTeBOW JOCTYN K KOMMbIOTEPY C YCTaHOB/IEHHbIMW cepBucamu Ario
ASP.NET Core Runtime 6.0.23
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https://support.microsoft.com/ru-ru/help/3213522/cumulative-update-for-windows-10-version-1607-and-windows-server-2016-december-20,-2016
https://dotnet.microsoft.com/en-us/download/dotnet/6.0

TpeboBaHusa K cepBepam

PeweHne «MoHUTOpUHr cncrtemol Directum RX»

PelweHne ncnonb3yeTca AN KOHTPOAA COCTOAHMA W BbicTpogenctema cuctembl Directum RX, metpuk
paboTbl NPOrpaMMHOro 1 annapaTHOro obecrneveHus.

KomnoHeHT TpeboBaHue

0oC Anbt Cepsep 10
ALT Linux 10
PEJ OC 7.3/8.0

Astra Linux Special Edition 1.8.1/1.7.5 («<BopoHex», «Open», «CMOoNeHcK»)
Ubuntu 20.04 LTS/22.04 LTS/24.04 LTS
Debian 11, 12

KomnoHeHTbl ana yctaHoskn Docker Engine 20.10.10 u Bbiwe (The Apache License 2.0)
M HaCTPOWKM

Mpoueccop 6 1 bonee aaep c yactoton 2 My

MamsaTtb (O3Y) 12 Tb v BbiWwe

Tun XxecTkoro gncka SSD

MecTo Ha >KeCTKOM Auncke PaccuntbiBaetca nHamBuayansHo. B cpegHem npu 100 ogHoBpeMeHHO paboTaroLwmx

MOJIb30BaTENAX A1l XPAHEHWS JaHHbIX 38 OAUH Mecsay, Tpebyetcs 30 b

NMounckoBasa cuctema Elasticsearch

Elasticsearch moxeT ncnosb3oBatbcs ANs:

® [10OMCKa MO HEKOTOPLIM KPpUTEPUAM AOKYMEHTOB, 3ajau, 3aAaHI/II7I 7 yBeAOMﬂeHMVI;

® [10JIHOTEKCTOBOIO rNnovcka 3agad, 3aAaHVII‘/II N JOKYMEHTOB NO q)paI'MeHTy TeKCTa,

. HEYETKOro romucka 3anucei CrnpaBOYHWKOB, 3HAYEHUAMU KOTOPbIX 3aMONHANOTCA
KapTOYKM JOKYMEHTOB Npw 3aHeceHumn B cuctemy Directum RX Intelligence.

Elasticsearch MOXHO yCTaHOBUTb CaMOCTOSATE/IbHO MAM MUCMO/b30BaTh FOTOBYHO BUMPTYaslbHYH) MaLUUHY C
NMOWNCKOBOW cMCTeMON. B 06ounx cnyyasnx K cepBepy NpeAbaBAAOTCA OAMHAKOBble TpeboBaHMA.

Moasep>xunaemas Bepcus Elasticsearch —7.17.23.

MPUMEYAHMWE. Ecam y Bac ncnonb3yrotca paHee nogaepxusaemoie sepcun Elasticsearch 7.17.13, 7.16.3,
74.0 n 7.4.2, TO nx pekomeHayeTcs 06HOBUTL A0 Bepcun 7.17.23.

KomMnoHeHT TpeboBaHue

Mpoueccop 8 n 6bonee agep ¢ yactotom 2 My,

Mamsatb (O3Y) 16 Tb

Twn »XecTKoro Ancka SSD

CeteBoW aganTep 1 F'éut/c — Ans NnepBOHa4YaNbHOIO MHAEKCUPOBAHUS;

100 M6ut/C — ansa peryaspHoro MHAEKCMPOBaHUS

B 3aBucumocT OT obbeMa WHAEKCMPYeMbIX AaHHbIX W XapakTepa paboTbl Mosb3oBaTeNenl MOXeT
notpeboBatbcsa BblaennTb 6onee 32 I'b O3Y ans Elasticsearch. B 3Tom cnyvae pekomeHayeTca pa3BepHyTb
pfonosHuTenbHbIN cepsep ¢ Elasticsearch. OH gomkeH yaoBaeTBopATb TpebOBaHMAM, yKa3aHHbIM BbiLLe.

O61beM ANCKOBOro MPOCTPaHCTBA ONPEAENseTCs U3 pacyeTa, YTo pa3mep MHAEKCOB B cpegHeM oT 3 go 10
pa3 MeHbLLEe CyMMapHOro pa3Mepa AaHHbIX.
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https://docs.docker.com/engine/
https://github.com/moby/moby/blob/master/LICENSE
https://club.directum.ru/webhelp/directumrx/web/index.html?admin_poisk_po_kriteriiam_elasticsearch_linux.htm
https://club.directum.ru/webhelp/directumrx/web/index.html?inst_nastroyka_polnotekstovogo_poiska_dokumentov.htm
https://club.directum.ru/webhelp/directumrx/web/index.html?sp_rxintelligence_settings.htm

BHewwHAsA ayTeHTUPMKaums

Cucrema Directum RX noagep>kuBaeT BHELWHIO ayTeHTuduKaumo. Ecam oHa HacTpoeHa, TO y4yeTHble
faHHble Monb3oBaTens He xpaHATca B Directum RX, ayTeHTUOUKaLMA BbIMOAHAETCA CTOPOHHUMMU
cpeacTBamu, Hanpumep Internet Information Services (1IS), Kerberos, Active Directory Federation Services
(ADEFS).

[ns noaaep>kaHna NpUHLMNG e4MHOT0 BXOZa B BeH-KANEeHTe NOAAEPXXMBAETCA CKBO3HAs ayTeHTUdMKaLmA
Nno NPOTOKONAM:

Windows | NTLM, Kerberos. [lnst paboTbi ¢ HUMU MCMOAb3yeTca cnyx6a katanoros Active Directory (AD);

Linux | yerberos. [ns paboTbl ¢ HUM ucnonbayroTca Active Directory (AD), ALD Pro, Samba4 mau

Apyrvie cny><6bl KaTanoros, KOTOpble 3aBUCAT OT AncTpmnbyTtmea Linux;
Windows = Linux

e OpenlD Connect 1.0 — paboTaeT ¢ npoBaigepamun, KOTOpble peannsytoT creuvdrKaLnio NpPoToKOoa.
Hanpwumep, ADFS 2016 u Bbiwe, Keycloak, PingOne, Blitz Identity Provider;

e OAuth 2.0 n WS-Federation — paboTatoT ¢ BHelwH1M nposangepom ADFS;

e SAML 2.0 — pabotaetr ¢ ADFS, Microsoft Entra ID (paHee Azure AD) u apyrumu nposanjepamu
ayTeHTMdMKaLMY, eCiM OHW YAOBAETBOPAIOT YCNOBUAM: KOPPEKTHO peanusyroT crneuudurkaymio
Security Assertion Markup Language (SAML) V2.0, npuHmumatoT coobuenns B dopmate HTTP Redirect
Binding n otnpaensaoT coobuenna B dopmate HTTP POST Binding, noaaep>uBatoT nognucaHue
yTBepxaeHunn (SAML-Assertions) B SAML-oTBeTe.

PaboTa no 3awuieHHbIM KaHalaM CBA3U

Ytobbl npepoctaBuTh Aoctyn K cucteme Directum RX uyepe3 WHTepHeT, HeobxoAMMO MCMONb30BaTh
3alumeHHbln npotokon HTTPS. B 3tom cnyyae paHHble nepeparotca B 3awlMbpoOBaHHOM BuAe MO
TexHonorum SSL. HTTPS-coeamHeHve ycTaHaBAMBaEeTCA MpU YCMNewHOW npoBepke BaanmgHoctn SSL-
ceptudukata. Ana 310oro Heobxoammo npuobpectn SSL-cepTudmkaT M NOMECTUTb €ro B JINYHOE
XpaHuauLLe cepTudmKaToB NOKaNLHOrO KOMMbIOTEPA, rae byayT pa3sBepHyThl cepBuchl Directum RX.

Ana pabotbl no npotokony HTTPS npu ncnonb3osaHun SSL-cepTudumkaTta ¢ anroputMom WndpoBaHna
FOCT noaaep>kmBatoTCs cneaytolme bpaysepbi:

o fAHpekc bpayszep;

e fHpekc bpaysep ana opraHmsaumn (ckavatb gna Windows x86, Windows x64, Linux DEB, Linux RPM);

e Chromium-Gost.

Ecan Bam Heobxogmmo cobatogatb TpeboBaHMA MO MMMIoOpTO3amMelleHunto, To AHaekc bpaysep BxoauT B
EAViHBIV peecTp poccurckoro [10, ncnonbsymte ero.
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https://openid.net/specs/openid-connect-core-1_0.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html#:~:text=The%20Security%20Assertion%20Markup%20Language,0.
https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1094.37178_x32.msi
https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1094.37179_x64.msi
https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1116.37177.deb
https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1116.37177.rpm
https://reestr.digital.gov.ru/reestr/

TpeboBaHusa K cepBepam

O6beKkTHble XpaHuanwa S3

Cucrema Directum RX noasep>kvBaeT NogkNtoueHne K 06bekTHbIM XpaHuavLLamM NpoBanjepos:

e Cloud.ru
° VK Cloud

[ns nepeHoca coaep>KMMOro JOKYMEHTOB 13 GainioBOro XxpaHuavLa B 06beKTHOE NCMOIb3yeTcs yTUanTa
S3Tool. KomnbtoTep, Ha KOTOPOM OHa 3amnycKaeTcs, AOAXKEH COOTBETCTBOBATL CeAYHLWMM MUHVMMAa/IbHbIM

TpeboBaHWAM:

KoOMMoOHeHT
Mpoueccop
MamaTe (O3Y)

MecTo Ha >XecTKkoM aucke

0oC

JononHutenbHoble
KOMMOHEHTbI

TpeboBaHue

4 appa c yactoTomn 2 My

2 b v BblWwe

Pekomenayetca 4 b

[na yctaHoBKkM yTnanTel He MeHee 500 Mb

JononHntensHo npu pabote ¢ ytuantoin He meHee 500 Mb

ALT Linux 10

PEL OC 7.3/8.0

Astra Linux Special Edition 1.8/1.7 («<BopoHex», «<Open», «<CMONEHCK»)
Ubuntu 18.04 LTS/20.04 LTS/22.04 LTS/24.04 LTS

Microsoft Windows 8/8.1/10/11 Pro/Enterprise 32- unu 64-pa3psgHas Bepcus
Microsoft Windows Server 2016/2019/2022

Microsoft Windows 7 Professional/Enterprise/Ultimate SP1 32- nan 64-paspsgHas
Bepcus (OrpaHnyeHHas noanepxka)

Microsoft .NET Runtime 8.0

CkopocCTb nepeHoca JaHHbIX M3 GalNoBOro XpaHuauwa B OOBEKTHOe 3aBWMCUMT OT MPOMYCKHOM
CNOCOBHOCTN CETU N CKOPOCTN 06PabOTKM CO CTOPOHbLI OO6BEKTHOTO XPaHUAMLLA.
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https://cloud.ru/
https://cloud.vk.com/

Cucrema XpPaHEHNA AaHHbIX

Cuctema xpaHeHus gaHHbix (CX[) — KoMmniekc annapatHbIX U MPOrpaMMHBIX CPeACTB ANA XPaHEHUs U
yrnpaB/ieHVa AaHHbIMK, @ TakXe VX pe3epBHOro konvposaHua. CX/ MoxeT bbITb MOAK/IOYEHa, HanprMep,
AR XpPaHEHUA NPOAYKTUBHbIX 6a3 AaHHbIX, COAEP>XXMMOro AOKYMEHTOB WM MHAEKCOB MOJIHOTEKCTOBOrO
nowucka. B pasgene 3apukcrpoBaHbl TpeboBaHMA kK MaccuBy AnckoB ana CX/.

XapakTepuctumka TpeboBaHue

JaHHble C BbICOKOW CKOPOCTbIO AOCTyna (CUCTeMHbIe pa3jesibl BUPTyasbHbIX MalUMH, NPOAYKTUBHbIE B/)
CymMmapHoe uncio onepauunin BBoaa/BbiBoga B cekyHay (IOPS) 14 000 v BbiWwe

CpegHee uncno onepaumnini NPOM3BOALHOIO YTeHUs B cekyHay (RR) 50

CpezHee unc/io onepaunii NPoM3BOJIbLHOM 3anucy B cekyHay (RW) 50

RAID-maccunB RAID-5 naun RAID-10 (4 ancka)

Tun XxecTkoro gncka SSD

MHAeKCbI NMOJIHOTEKCTOBOIo NoOMcCKa

CyMmapHoe uncio onepauunin BBoaa/BbiBoga B cekyHay (IOPS) 14 000 v BbiWwe

CpesHee uncio onepaunii IMHENHOro UTeHns B cekyHay (SR) 65

CpesHee uncio onepaunii IMHENHOM 3anucy B cekyHay (SW) 35

RAID-maccunB RAID-5 naun RAID-10 (4 ancka)
Tun XxecTkoro gncka SSD

MHAeKCbI CNCcTeéMbl MOHUTOPWUHra

CyMMapHoe uncio onepauunin BBoaa/BbiBoga B cekyHay (IOPS) 14 000 v BblWwe
CpesHee uncno onepaunii IMHENHOTrO YTeHWs B cekyHay (SR) 65

CpesHee unci0 onepaunii IMHENHOM 3anucn B cekyHay (SW) 35

Tun >ecTKkoro ancka SSD

JaHHble co cpegHel CKOpPOCTbIO AocTyna (paioBble XpaHUULLLA AOKYMEHTOB U Ap.)

CyMmapHoOe uncno onepauunin BBoaa/BbiBoga B cekyHay (IOPS) 600 v BbiLe

CpesHee uMcio onepaunii IMHENHOro UTeHns B cekyHay (SR) 20

CpesHee uncio onepaunii IMHENHOW 3anucK B cekyHay (SW) 80

RAID-maccuB RAID-5 naun RAID-10 (4 ancka)
[aHHble ¢ HU3KOI CKOPOCTbIO AOCTyNa (pe3epBHbie KONUU U Ap.)

CymMapHoe uncio onepauuin BBoga/BbiBoga B cekyHay (IOPS) 100 n Bblwe

CpesHee uncno onepaunii IMHENHOrO UTeHMs B cekyHay (SR) 20

CpegHee uncno onepaumnin AMHENHOW 3anucK B cekyHay (SW) 80

RAID-maccuB RAID-5 naun RAID-10 (4 ancka)

Ecan B CX/, pa3meluaetcs GannoBoe XpaHUAMLLE, OHO JOMKHO BbITb JOCTYMHO CEPBUCY XPaHUAULL, OAHUM
13 cnocobos:

e  KaK NoKaNbHbIV GannoBbI pecypc (1OrmYecknin Anck);

e Kak ceTeBOW darnoBbi pecypc no npotokonam SMB/CIFS (Windows) nan NFS (Linux).
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TpE6OBaHI/IFI K KIMEHTCKUM KOMIbHOTEPAM

Ana paboTbl C CUCTEMOW MOXHO WCMONb30BaTb OMEPALMOHHbIE CUCTeMbl Ha 6ase Linux, macOS,

Microsoft Windows.

Beb-kaueHT

KomnoHeHT  Linux Microsoft OS X/macQOS
0oC ALT Linux 10 Microsoft Windows 8/8.1/10/11 macOS Sequoia
PEJ, OC 7.3/8.0 Pro/Enterprise 32- nan 64-paspagHaa  macOS Sonoma
Astra Linux Special Edition 1.8/1.7 ~ BepPc/A macOS Ventura
(«BOpOHe)K», «Open»l «CMOJ'IeHCK») Microsoft Windows Server macOS Monterey
Ubuntu 18.04 LTS/20.04 LTS/ 2016/2019/2022
22.04 LTS/24.04 LTS Microsoft Windows
7 Professional/Enterprise/Ultimate
32- nnn 64-paspsagHas Bepcua
(orpaHmnyeHHasa Noaaep kka)
bpaysep Google Chrome Google Chrome Safari
Mozilla Firefox Mozilla Firefox Mozilla Firefox
AHaexc bpaysep AHaexc bpaysep Google Chrome
AHpekc bpaysep ansa opraHmsaunii  fiHAekc bpaysep Ans opraHusauuin
(ckauaTtb DEB nan RPM) (ckauaTb x86 nnm x64)
Chromium-Gost Chromium-Gost
Microsoft Edge Ha 6a3e Chromium
PaspeweHne PekomeHayemoe — 1280x960 n Bbiwe. Ecan pa3pelueHre H1XKe yKa3aHHOro, 3/1IeMeHTbl CUCTEMbI
3KpaHa MOTYT HE MOMECTUTBLCA Ha 3KpaH

BAXHO. [lna koppeKTHON paboTbl B BEO-KNIMEHTE PEKOMEHAYeTCs MCNOoIb30BaTbh NOCAeAHNE aKTyalbHble

Bepcun Bpay3epos.

Beb-areHT

Ana npocton n ypobHon paboTbl C AOKYMeEHTamMn B BeO-K/JIMEHTE Ha KOMMbIOTEPbI MO/Jb3OBaTesNen
ycTaHaBanBaeTca BeH6-areHT. OH NO3BOASET OTKPbIBATb AOKYMEHTbI CPa3y BO BHELUHEM MPUAOXEHUM: He
HY>XHO OTAENbHO CKaumBaTb AOKYMEHT, a MOTOM O6paTHO 3arpy>aTb ero B cuctemy. Beb-areHT Takxke
MCNONb3YeTCA ANA NOANNCAHNA JOKYMEHTOB YCUAEHHOW 31EKTPOHHOW MOAMMUCHIO, OTNPaBKN JOKYMEHTOB
BJIOXXEHWEM B NMUCbMO U Ap.

TpeboBaHua Kk Beb-areHTy aHanornyHbl TpeboBaHmnaM kK Beb-knneHTy. Mpn aTom:

e [/11 UCMONb30BaHNA BeH-areHTa HeOb6XOAMMO HaCTPOUTb 3allMLLEHHOe NOAKAOYEHME MO NPOTOKOY
HTTPS. Pa6ota no HTTP He rapaHTMpyeTcs, Tak Kak MOAUTMKM 6e3omacHOCTM 6pay3epoB MoryT
610KMpoBaTh BbINOJHAEMbIE 3aNpPOChl;

e paboTa Beb-areHTa He NoAAEPXXMUBAETCA B orepaLoHHon cucteme Microsoft Windows 7;

e yTObbI BebG-areHT 3anyckanca Ha macOS, B cuCTEMHbIX HacTpoikax macOS B pasgene «3awwmTa u
6e30nacHOCTb» YCTaHOBUTE NepektoYaTeb PaspewmnTb ncnosb3oBaHue NporpamMm, 3arpy><eHHbIX
u3 App Store u oT ycTaHOB/IeHHbIX pa3paboTUMKOB;
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https://download.yandex.ru/downloadable_soft/browser/93712/93712_22.9.1.1116.37177.deb
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e ecm obpaleHne Kk Beb-cepBepy WAeT 4epe3 MPOKCM-CepBep, TO A1A KOPPeKTHOW paboThbl
HeobXxoAMMO B WCKAKOUYEHMs MpOKCU-cepBepa fobaButb Beb-areHT. B OC Microsoft Windows
noaAep>xwvBatotca darabl aBToKOHGUrypaumm npokcu-cepeepa (PAC-dpanbl).

[MpocMoOTp N peaakTupoBaHMe JOKYMEHTOB

B 3aBMCMMOCTM OT OMEPaLMOHHON CUCTEMbI PEKOMEHAYETCS WCMONb30BaTb C/eAyoLNe AECKTOMHbIe
NPUAOXKEHNSA ANs PaboTbl C JOKYMEHTAMWN Yepe3 BeH-areHT:

o Windows  \1icrosoft Office 2010 u Bbiwe, LibreOffice 6 u Bbilwe, MonOdwuc, P7-Oduc;
. Linux ' |ipreOffice, MonOduc, P7-Oduc;
o MacOS | microsoft Office 2016 u Bbiwwe, LibreOffice, P7-Oduc.

NMPUMEYAHWME. Ecan y Bac npuobpeTteHa nognucka Ha Microsoft 365 (Microsoft Office 365), 1o B
Directum RX Takxe noaaepxuBaetca pabota c¢ MO wu3 naketa Microsoft Office. Microsoft 365
(Microsoft Office 365) — 310 cny>6a, pacnpocTpaHsemas no noagnucke, baarogaps KOTOPOW NOAb30BaTENb
nosiy4aet nocnesHne obHoBAeHNA OPUCHBIX NpuaoxeHnn Microsoft, Hanpumep Word, Excel, PowerPoint
N gonosHuTenbHble ycayru. Nockonbky B Directum RX noagep>kmBatotca caMy oduUCHbIE NPOrpaMmbl, TO
pabota B cucteMe ¢ gaHHbIM 1O, nonyyeHHbIM No noanucke Microsoft 365, Takxke Bo3moxkHa. [MogpobHee
CM. B JoKyMeHTaumm Microsoft ctatbto «B uem pasHuua mexay Microsoft 365 n Office 20217».

MopnucaHue JOKYMEHTOB

Be6-areHT ncnonb3yeTcs TONbKO ANA NOANUCAHUA AOKYMEHTOB YCUIEHHOM 3NEKTPOHHOW MOANMCHIO, KOTAa
3aKPbITbIN KNHOU cePTUOUKATA HAXOAWUTCSA IOKAJbHO Ha KOMMbIOTEPE MOJIb30BATENs UAN YCTAHOB/IEH Ha
ToKeHe. [lns NoANMCaHWsA NPOCTOM AN 061aYHOMN NOAMMUCHIO BEG-areHT He MCMO/b3YEeTCs.

MNMoanuncaHne ¢ NnomoLbio Beb-areHTa goctynHo no aaroputMam RSA n FTOCT. MNoasep>XnBaroTCs TOKEHbI
JaCarta-2 v PyTokeH.

Ecan ana noanuncaHna MCnonb3yroTcA TOKeHbl PYyTOKEH € Hen3BjieKaeMbIM KAHOUYOM, TO aZMUHUCTPaTOp
CUCTeMbl MOAyYaeT C TOKeHa OTKPbITbIN KAHOY 4epe3 LeHTp ceptudukaumy PytokeH. [na paboTbl ¢
LEeHTPOM cepTndurkaLmm Ha KOMMbIOTEP agMUHUCTPaTopa HeobxoanMo ycTaHoBUTbL PyTokeH Mnarnu n
pacwupeHue ana 6paysepa Apantep PytokeH MnaruH.

Ecam pna nopgnucanuns mucnonbsyrotca ceptudukatel FTOCT, Ha kaxzgoe pabouee MeCTO COTPYAHMWKOB,
KOTOpble ByAyT NOANUCLIBaTb AOKYMEHTbI, HEOOXOAMMO YCTaHOBUTL:

e cpeactBa kpuntosawmTtbl Hpopmaumm (CK3W). MNoasepxmsarotca:

Windows ' Linux 'y, nrofipo CSP 4.0/50, 8 Tom uucne Kpunrollpo Cloud CSP. Mpw
ncnonb3zoBaHum PytokeH SN 3.0 nogaepxmBaetca pabota ¢ Kpmntollpo CSP 5.0 R2 u Bbiwe. Ecan
AOKYMEHTbI NOANMCbIBalOTCA ¢ nomMoLbto PytokeH 3L 3.0 ceptudumkatamum NOCT, To ycTaHaBAMBaTb
CK3W Ha pabouee MecTo Heobs3aTeNbHO;

Windows | /ipNet CSP 4.2;

e cepTuduKaThbl U3 LEMOYKMN AOBEPUA: KOPHEBOW CepTUdMKAT YAOCTOBEPSAIOLLErO LieHTpa cepTudmrKaumm,
npomMexyToyHble cepTudurkaTbl. C X MOMOLLbIO MOATBEPXKAAETCA MOAJMHHOCTD KtOUen WndpoBaHmS,
KOTOpble NCMOAb3YHOTCA 414 MOANNCAHNA AOKYMEHTOB.
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TpeboBaHMA K KNVEHTCKUM KOMMbOTEPaM

Ecan naaHunpyetTca noanncbiBatb JAOKYMEHTbl M3 CepBuUCa obmeHa NIEKTPOHHbIMU  FOpUANYECKN
3Ha4YMbIMU JOKYMEHTaMW, TO CM. Tpe6OBaHI/IFI B pasgene «OBbMEH 3N1EKTPOHHbIMW JOKYMEHTAMW C
KOHTPpareHTamMmm».

TepmuHanbHas cny>xba Beb-areHTa

TepmuHanbHasa cnyxba Beb-areHta Directum RX no3BonsieT HECKONbKMM COTpyAHUKaM paboTaTb C Beb-
KJMEHTOM: NMOOYEepPEsHO Ha OAHOM KOMMbIOTEPE, HanpuUMep B pa3Hble CMeHbl, AN OAHOBPEMEHHO Ha
TepMUHaNbHOM cepBepe.

KomnoHeHT  Linux Microsoft Windows

OoC AnbT Cepeep 10 Microsoft Windows 8/8.1/10 Pro/Enterprise 32- unau
ALT Linux 10 64-paspsaHas Bepcus
PEJ, OC 7.3/8.0 Microsoft Windows Server 2016/2019/2022
Astra Linux Special Edition 1.8/1.7 Microsoft Windows 7 Professional/Enterprise/Ultimate
(«BopoHex», «Open», «CMoNeHCK») 32- nmn 64-paspagHan Bepcua
Ubuntu 18.04 LTS/20.04 LTS/22.04 (orpaHuyenHas NoAAEPXKa)

LTS/24.04 LTS

NMouTtoBble KJIMeHTbI

Directum RX nogpaep>xuvBaeTr paboty c nouTtol. M3 cucteMbl MOXHO aBTOMATU4YeCKM OTMPaBAAThb
YBEAOM/IEHUS Ha MOYTY COTPYAHMKAM, HanpuMep O HOBbIX 3aZaHusX. [pocmMaTprBaTb NMMCbMa MOXHO B
NH06OM NMOYTOBOM KJMEHTeE.

Ecan AOKYMEHTbI HY>XHO COorjiacoBbiBaTb C KOHTpareHtamum no 3J'IeKTpOHHOI\/’I no4yTte, TO B CnUCtemMe ecCtb
BO3MOXHOCTb OTMPaBJiATb MX BNOXXEHWEM B NMUCbMO. TaKyro OTNpPaBKy NOAAEPXNBAKOT NOYTOBbIE K/INEHTbI:

o  Windows ' \icrosoft Outlook, Microsoft Outlook 365, Mozilla Thunderbird, MoiiO¢uc Mouta,
P7-O¢wuc. OpraHamzep;

o LiInuX " Moyzilla Thunderbird, Evolution, KMail, MoitO¢wc Mouta, P7-Oduc. OpraHaiizep;

o macOS Apple Mail, Microsoft Outlook.

Beb-cnpaBka

Ana paboTbl CO cnpaBKOW MOAAEP>KMBAIOTCA Te Xe bpay3epsbl, YUTO 1 Npu paboTe ¢ BeO-KANEHTOM.

Ecnv Ha paboueM MecTe HeT KONIOHOK W/ HayLHWKOB, A5 BUAEOPOINKOB No paboTe B Be6-KAMEHTE eCTb
BO3MOXHOCTb BKIHOUUTb CyBTUTPbI MO  KHOMKE B nNieepe BUAEOPOAMKOB. [lns npocMoTpa
BUAEOPOVKOB MO paboTe B cpese pa3paboTkn HeoBXO4MMbI HayLLIHVKWN U KOJIOHKW.

Ecns cnpaBke He BOCNPOU3BOAATCA BUAEOPOJIUKNL

e Windows

npoBepbTe, 4YTO B HacTpowkax Internet Information Services (IIS) 3aperncrtpupoBaHo
pacwupeHne *mp4. MogpobHee cM. B ctaTbe Ha Directum Club «He BocnpouvssoanTcs BUAEO B

cnpaeke Directum RX»;

Linux BeEpoOATHEE BCETrO Ha KOMMbHOTEPE HeO6XOAI/IMO 0BOHOBUTb BNAEOKOAEKN nmbo HaCTpOUTb

6pay3ep ana pabotsl HTML5 nneepa.
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MpunoxxeHne Document Uploader

KoOMMoOHeHT
Mpoueccop
Mamsatb (O3Y)

MecTo Ha XeCTKOM gucke

0oC

JononHutencHoble
KOMMOHEHTbI

Pa3speLueHue skpaHa

© KomnaHwusa Directum, 2025

TpeboBaHue

4 appa c yactoTon 2 Iy,

2 b v BblWwe
Pekomenayetca 4 b

[ns yctaHOBKM NpunoxeHns He meHee 500 Mb
[JononHntenbHo npu pabote ¢ npunoxeHnem He meHee 500 Mb

e ALT Linux 10

e PEAOC7.3/80

e Astra Linux Special Edition 1.7 («<BopoHex», «<Open», «<CMONEHCK»)

e Ubuntu 18.04 LTS/20.04 LTS/22.04 LTS/24.04 LTS

e  Microsoft Windows 8/8.1/10/11 Pro/Enterprise 32- naun 64-paspsgHas Bepcus

e Microsoft Windows Server 2016/2019/2022

e  Microsoft Windows 7 Professional/Enterprise/Ultimate SP1 32- nnu 64-pa3psgHas
Bepcusa (orpaHMyeHHan Nnoasep>ka)

Microsoft .NET Runtime 8.0

PekomeHayemoe — 1280x960 1 Bbiwwe
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TpeboBaHWs K MOBU/IbHBIM YCTPONCTBAM

TpeboBaHUa K MOBUIbHBLIM YCTPOUCTBaAM

B pa3gene 3apukcnpoBaHbl TpeboBaHUA K MOOUABHBIM YCTPOMCTBaM Ans npuaoxeHuin Directum Solo u
Directum Jazz.

Directum Solo

Android

KomnoHeHT TpeboBaHue
oC Android 8-15
Mpoueccop 11Ty

OnepatvBHas namatb 116

BctpoeHHas/BHewHAs 8 Tb
namATb Mpwn pabote ¢ npuaoxeHnem He meHee 500 MB cBo60AHOrO NPOCTpaHCTBa

Pa3speweHue skpaHa  HVGA u Bbilwe

Moanncanune Ecnv ans noanucaHms wcnonb3dytotca ceptudukatel TOCT, Ha kaxgoe MobuibHoOe
LOKYMEHTOB YCTPOWCTBO, Ha KOTOPOM OyayT MOAMNWUCbIBATbLCA JAOKYMEHTbl, HEO6XOAMMO YCTaHOBWUTb
kpuntonposangep Kpuntolpo CSP ans Android u3 LlenTpa 3arpy3ku Ha caite Kpuntollpo.

Kpome TOro, ans KaXaoro yCTpoWcCTBa HY>XHO MPUOBPECTM NULLEH3MIO Ha MCNOJIb30BaHWe
Kpuntollpo CSP 4.0 uan 5.0.

Ecam ans nognucaHns MCNob3yroTCA TOKEHbI PyTOKeH, Ha KaXaoe MOBUIbHOE YCTPOWCTBO,
Ha KOTOPOM OyayT MOAMUCHIBAaTbCA AOKYMEHTbl, HEOOXOAMMO YCTaHOBUTb MPUIOXEHMWE
«[laHenb ynpasiieHns PyTokeH».

[na nognucaHvMa C MCNOAb30OBaHWEM TOKEHOB PyTOokeH C Heu3B/ieKaemMbiM K/IHOYOM
Tpebyetcs kntou dopmata PKCS#11. MNMogpobHee cMm. B gokyMeHTaunn PyTokeH ctaTtbto «O
BMAAX KIHOYEBbIX HOcCuUTenen u dopmMaTtax KArYer SNeKTPOHHOW MNOAMUCU MPOCTbIMWU
cnosammn». Ecam ans MOANMCaHWA WCMOAb3yeTCAd TakoW TOKeH, K pabouemy Mmecty
ajMVHWCTpaTOpa CUCTEMbI NPeAbABAAIOTCA AONOAHUTEbHbIE TPeboBaHMA

© KomnaHwusa Directum, 2025 26


https://www.cryptopro.ru/news/2013/07/kriptopro-csp-pod-android
https://dev.rutoken.ru/pages/viewpage.action?pageId=98937400
https://dev.rutoken.ru/pages/viewpage.action?pageId=98937400
https://dev.rutoken.ru/pages/viewpage.action?pageId=98937400

i0S

MpunoxxeHne paboTaeT TONIbKO Ha YCTPOMCTBaX C 64-OUTHOM apXMUTEKTYPOMN.

KomMnoHeHT
oC

MoanncaHve AOKYyMeEHTOB

Directum Jazz

Android

TpeboBaHue
iOS 13-18

CpeactBo kpuntosawmtel wHdopmauum Kpuntollpo CSP, wucnonblyemoe npu
noAnncaHun, BCTPOEHO B MOBWIbBHOE MPUNOXKeHWE U He TpebyeT JOMNOAHUTENbHOW
YCTaHOBKM.

Ecam ans nognuncanuna ncnonbssytotca ceptudukatel FTOCT, Ana kaxXAaoro MobuasHoro

YCTPOWCTBA, Ha KOTOPOM OyayT noAnucbiBaTbCA  AOKYMEHTbl, Heobxoanmo

nprobpecty AnLeH3nto Ha ncnonb3osaHune Kpuntollpo CSP 5.0.

Ansa noanvcaHnsa ¢ NCNoNb30BaHMEM TOKEHOB PYTOKEH HY>KHbI:

e Bepcus iOS 16.3 v BbiWwe;

e oy popmata PKCS#11 ana TokeHOB C HemsBaekaemblM KaoUoM. MNoapobHee
CM. B JIOKYMeHTaLmmn PyTokeH cTatbto «O Buaax KNtYeBbIx HocuTener n dopmarax
KNHOYEN 3NEeKTPOHHOW MOAMUCK MNPOCTbiMX_CcloBamu». Ecam ana noanvcaHus
MCMOAb3yeTcA TakoW TOKeH, K paboyemy MecTy aiMWHWUCTPaTopa CUCTEMbI
NPesbABAAOTCA AOMNOAHUTENbHbIE TpeboBaH s

an/IIIO)KeHI/Ie He pa60TaeT B MHOITOOKOHHOM peXunme.

KomnoHeHT

ocC

Mpoueccop
OnepaTvBHasa namaTb

BcTpoeHHas/BHeLHsAs
namsaTb

Pa3pelueHne akpaHa

I'Iop,nmcaHVle AOKYMEHTOB

TpeboBaHue
Android 8-15
11Ty

1TB

8Tb
Mpu paboTe ¢ npuioxxeHnem He meHee 500 Mb cBo60AHOrO NPOCTPaHCTBa

HVGA u BblLwe

Ecam ana noanucaHus ucnonesytotcs ceptuoukatel TOCT, Ha Kaxpoe MoOuabHOe
YCTPOMCTBO, Ha KOTOPOM OyayT NoAnNMCbIBaTbCA AOKYMEHTbI, HEOBXOAMMO YCTaHOBUTb
kpuntonpoBangep Kpuntollpo CSP ans Android w3 LleHTpa 3arpy3ks Ha canTe
KpunTollpo.

Kpome ToOro, pna Kaxporo YCTPOWCTBA HYXHO NpuvoBpecTV JMLEH3NI0  Ha
ncnosb3osaHue Kpuntollpo CSP 4.0 nam 5.0.

© Komnanusa Directum, 2025
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i0S

TpeboBaHWs K MOBUIbHBIM YCTPONCTBaM

MpunoxxeHne paboTaeT TONIbKO Ha YCTPOMCTBaX C 64-OUTHOM apXMUTEKTYPOMN.

KomMnoHeHT
oC

MoanncaHve AOKYyMeEHTOB

© Komnanusa Directum, 2025

TpeboBaHue
iOS 13-18

CpeactBo kpunrto3awuTel uHbopmaumn Kpuntollpo CSP, wucnonblyemoe npwu
NnoAnMcaHnKM, BCTPOEHO B MOBW/IbHOE MPUIOXEHME U He TpebyeT AONOSHUTENLHOM
YCTaHOBKM.

Ecam ana nognucanuna ncnonbsytotcs ceptudukatel TOCT, ana KaXAoro MobUAbHOTO
YCTPOWCTBA, Ha KOTOPOM ByayT NOANUCLIBaTLCA AOKYMEHTbI, HEOB6X0AMMO NpuobpecTn
NueH3no Ha ncnosb3osanme Kpuntollpo CSP 5.0.
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TpeboBaHuA ana cpeabl pa3paboTku

BAXHO. KoMnoHeHTbI Ans paboThbl CO cpeson pa3paboTkm Bcerga HEOOXOANMO yCTaHaBAMBATb OTAE/IbHO
OT NpoAyKTMBHOro cepeepa Directum RX.

Ana mognomkaumm cuctembl Directum RX yctaHaBavBatoTCa cnesyrowime KOMMNOHEHTbI:

CYB/A pns npoBepku pa3paboTaHHbIX peLleHn;

Git-cepBep. VicxoaHble koAbl 6a30Bbix M pa3pabaTbiBaeMbIX PELUEHNA XPaHATCA B pacrnpeseneHHou
cncteme KoHTpons Bepcun  Git. [lna  coBmecTHoW pabotbl B Git HECKOMbKMX MPUKAAHbBIX
pa3paboTUMKOB HYXXHO YCTaHOBWUTb CUCTEMY YMpaBieHUs Peno3vTopuAMW K co3gaTb ANA BCeX
pa3paboTumKoB y4yeTHble 3anuncu. [1o yMonyaHWio Npu yCTaHOBKe CpeAbl pa3paboTKm MCMosb3yeTcs
cucTema ynpasaeHua penosutopuamu Gitea. MNepBas yyeTHas 3anncb CO3jaeTca NMpu yCTaHOBKe, a
oCTa/bHble — B NapamMeTpax cpeipl pa3paboTku.

NMPUMEYAHUME. [Ana paboTtel ¢ Git MOXHO WCMONb30BaTb APYryt0 CUCTEMY YrMpaBaeHWus
penosnTopmaMn. B 3ToM ciyyae Hy>KHO CaMOCTOATE/IbHO YCTaHOBUTL €€ U HAaCTPOUTb YUYeTHbIE 3amnncu.

cpepa pa3pabotkn. Bmecte co cpepon ycTaHaBAMBAETCA JIOKabHbIN Beb-cepBep M BCe CEPBUCHI, a
Takke Beb-knmeHT Directum RX (nokanbHaa cuctema). Cm. pasgen «TpeboBaHvs K KOMMLHOTEPY
NpuKNagHOro paspaborymka».

Ha komnbroTep pa3paboTtumnka He pekomeHayeTcsa ctaBuTb CYB/, ans npoBepku pa3paboTaHHbIX peLleHni
n Git-cepsep.

TpeboBaHusa Kk cepBepy Git

Moagnepxusaetca pabota c Git Bepcum 2.31.1 1 BbiLwe.

KomnoHeHT TpeboBaHue
Mpoueccop 2 sppa c vactoTon 2 My,
Mamatb (O3Y) 1TB v Bbilwe

Tun XxecTkoro gmcka SSD

XKecTtkuii amnck OC: 1 anck

JanHble: RAID-1 (2 gucka)

CeteBoW aganTep 100 MéwuT/c
MecTo Ha XXecTKoM ancke 15Th
OoC Microsoft Windows Server 2016/2019/2022

© Komnanusa Directum, 2025
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TpeboBaHua ansa Directum Launcher

TpeboBaHuA K KOMNbIOTEPY pa3paboTunka

KomnoHeHT TpeboBaHue kK KoMMbtOTEPY pa3paboTumka

Mpoueccop 4 appa ¢ yactotom 2Ty,

MamaTb (O3Y) 12 T'b v BblWwe

Tun >ecTKkoro ancka SSD

MecTo Ha XecTKOM auncke 3 b v BbIWwe

ocC e Microsoft Windows 8/8.1 64-pa3pszHas Bepcus ¢ 06HOBAEHNEM
KB2999226

e  Microsoft Windows 10/11 Pro/Enterprise 64-pa3psgHas Bepcus

e Microsoft Windows Server 2016/2019/2022 64-pa3psgHas Bepcus

Y106bI ycTaHOBKA OGHOBAEHW MPOLLAA YCMELWHO, Ha KOMMbIOTEPE AOKHbI

ObITb YCTaHOBJEHbI NakeTbl 0OHOBEHWI, BblilleaWIne paHee. Hanpumep, ans

ycTaHOBKM 06HoBAeHNs KB2999226 10/1XHO ObITb yCTaHOB/IEHO OBHOBAEHME

KB2919355. NMoapobHee cM. B AOKYMEHTaLMM OBHOBAEHUS Ha calite Microsoft
JononHnTeNnbHble KOMMOHEHTDI Microsoft .NET Framework 4.6.1 SDK

Microsoft .NET Framework 4.8 SDK

Microsoft .NET SDK 8.0

Internet Information Service 7.5 v Bblwe

Git 2.31.1 n BbIlWwe

Pa3pelueHue skpaHa PekomeHnayemoe — 1920x1080 v Bbiwe

|_|pVI YCTaHOBKE pa3peleHna HUXKe YKa3aHHOro HeEKOTOPbIE 31E€MEHTDI
CNCTEMbI MOTYT HE MOMECTUTLCA Ha 3KpaH

TpeboBaHua ana Directum Launcher

Mpw 3anycke nHcTpyMeHTa Directum Launcher B 6pay3epe oTkpbiBaeTca CTpaHULa, Ha KOTOPOU 3a4atoTca
napamMeTpbl YCTaHOBKW, OOHOBNEHWA U KOHOUIypUpOBaHMA cucTeMbl. B Tabavue nepeuncieHsl
noajep>xviBaemble 6paysepbi:

KomnoHeHT  Linux Microsoft Windows
Bbpayzep Google Chrome Google Chrome
Mozilla Firefox Mozilla Firefox
Anpekc bpaysep Anpekc bpaysep
Anpexc bpay3ep Ans opraHusauuia Alnpexc bpay3ep 4ns opraHmsauni
(ckauaTtb DEB nnan RPM) (ckauaTb x86 nnm x64)
Chromium Chromium
Chromium-Gost Chromium-Gost

Microsoft Edge Ha 6a3e Chromium

Moanep>knBaemMble BEpPCMN OMepPaLMOHHbIX CUCTEM, MOLLHOCTb MpoLieccopa, o6bem ornepaTMBHOM NaMATK
n gpyrve TpeboBaHMA CM. B pasgenax:

e TpeboBaHWA K cepBepam

e TpeboBaHWA AN cpeabl pa3paboTku
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7 HTErpaumMoOHHblI€ BO3MO>XXHOCTU

O6MeH 31eKTPOHHbIMU AOKYMEHTaMU C KOHTpareHTamm

MNpu NnprnobpeTeHnn Moaynen MHTerpaLmm ¢ cepemcaMmmn obmeHa, Takux kak Anagok n CBUNC, Heobxoanmo
06paTUTLCA K BEHAOPaM CEPBUCOB A1 YTOUHEHMWS YCIOBUIA NCNOIb30BaHNA UX MHTErpaymoHHoro API.

Ana coTpyaHWKOB, KOTOpble OyayT MNOAMWUCHIBATb AOKYMEHTbl M3 cepBuMca OOMeHa 3/1eKTPOHHbIMU
FOPUANYECKM 3HAYMMbIMK  JOKYMEHTaMK, HeobxoauMbl cepTudmKatbl KBanmduumpoBaHHon I,
COOTBETCTBYHOLMNE TpeboBaHMAM 63-O3 «O6 anekTpoHHOM noanucu». Mo Bonpocam npuobpeTeHus
cepTndukaToB OobpaLlanTecb K onepaTopy cepBuca obMeHa, AMbO UCMOAb3yNTe paHee NPUOBpPeTEHHbIE
ceptudmkaTbl.

Ha kaxxgoe pabouee MeCTo cOTpyAHUKa, KOTOPbIA ByaeT NOANMUCbIBaTb AOKYMEHTbI U3 cepBuca OOMeHa,
yCTaHOBUTE:

e cpeactBa KpunrtosawmTel nHpopmaumm (CK3WM) Kpuntolpo CSP 4.0/5.0 ¢ noasep>kkon anroputma
xewmnposaHna GOST ([OCT P 34.10-2012). Ecnam AOKYMEHTbl MOAMUCHLIBAKOTCA € MOMOLLbIO
PytokeH 2UIM 3.0 ceptndumkatamm FOCT, To yctaHaBamBaTh CK3W Ha pabouee mecTo HeobA3aTeNbHO;

e 3aKPbITbIM KU INEKTPOHHOM NOAMNCY;

e cepTuduKaThbl U3 LLEMOYKMN AOBEPUA: KOPHEBOW cepTUdMKAT yAOCTOBEPSAIOLLErO LieHTpa cepTudurkaumm,
npomMexyToyHble cepTudmrkaTbl. C X NOMOLLbIO MOATBEPXKAAETCA MOAJIMHHOCTD KtOUen WndpoBaHms,
KOTOpble NCMONb3YHOTCA A4 MOANNCAHUA AOKYMEHTOB;

e cepTuduKaTbl KOPHEBbIX LEHTPOB CepTUPUKALUM ANf  LUTaMNoB BpeMeHW (MpesoCTaBAsHOTCS
onepaTtopom obMeHa).

CepTnduKaTbl YCTAaHABANBAKOTCA B JIOKaNbHOE XpaHWUAWLLE CepTUdUKATOB MNOJb30BaTeNs, B JOBEPEHHbIE
KOpPHEBbIE LIeHTPbI cepTudMKaumn. NMopsasok YCTaHOBKN CM. B JOKYMEHTaLMW YA0CTOBEPAIOLLENO LIEHTPA
WM onepaTopa cepBrca 06MeHa, Y KOTOpPOoro npuobpeTeHbl cepTUduKaThbl.

Ecan ncnonb3yetca obnavHas 3M, To cepTndumkaThbl, 3aKpbIThin kKatou 1 CK3W He Hy>KHO ycTaHaBAMBaTb Ha
pabouem mecTe.

TpeboBaHua K cepBepy

Mpwn nokanbHown yctaHoBke Directum RX HacTpownte cepsep B 3aBUCMMOCTM OT UCMOJIb3YEMOW Ha HeEM
onepauyoHHOM CUCTEMBI.

Windows | 5 cepgep, Ha koTopom pa3sepHyTsl Be6-cepsep v cepaics Workflow, ycTaHosuTe:

e CK3W Kpuntollpo CSP. [lnsa yctaHOBKM TpebyeTcs AMLEH3Us Ha NpaBo ncnoab3oBaHua Kpuntollpo Ha
cepsepe;

e cepTMduKaTbl U3 LEMOYKM JOBEPUA: KOPHEBOW CepTUMKAT YA0CTOBEPAIOLLErO LIeHTpa cepTudumKaumm,
NPOMEeXYTOUHble cepTUdUKaThbl.

LINUX ' 43 cepeepe ¢ komnoHeHTamn Docker Engine:

e aktmBumpyute anueHsunto CK3W Kpuntollpo CSP, ecnv TpebyeTtcs nognucaHme JOKYMEHTOB Ha CepBepe.
KomnoHeHTbl KpnnTollpo y>xe ycTaHOBAEHbI B KOHTENHepaXx;

e YyCTaHOBWUTE CEPTMPUKATBI U3 LIEeMOYKN AOBEPUS: KOPHEBOW CEPTUPMKAT YAOCTOBEPSIOLLErO LieHTpa
cepTUdMKaLMKM, MPOMEXYTOUHble cepTUbUKATBI.
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MHTeraLLVIOHHbIe BO3MO>XHOCTU

O6beM 3arpy>kaembix € cepBuca obMeHa LOKYMEHTOB 1 CKOPOCTb X 06pabOoTKM 3aBUCUT OT KONMYECTBA
3K3eMMNIAPOB CepBMCa aCUHXPOHHbIX cobbiTnn (Worker) n annapatHbix napameTpoB cepsepa. YTobbl
yBeIMUNTb KOANYecTBO obpabaTbiBaeMbIX AOKYMEHTOB, HEOOXOAMMO MOBLICUTL MOLLHOCTb CepBepa U
YyCTaHOBWTb JOMONHUTENbHbIE 3k3emMnaapbl Worker.

Ha cepsepe ¢ napametrpamu CPU 6 agep, O3Y 8 I'6, SSD 100 I'6 v ¢ aBymMA pa3BepHYTbIMN CEPBUCAMMU
Worker, kaxabli 13 KOTOPbIX 3amnyckaeT 6 napaanefbHbiX MOTOKOB, CpPeAHAs CKOPOCTb obpaboTkm
COCTaBNfET:

e 2700-4 800 n0KyMeHTOB B 4ac;

e 64000-115 000 sOKyMEHTOB B CYTKM.

Echv yBenMumTb KONMUECTBO CepBUCOB, TO 06beM obpabaTbiBaeMbix AOKYMEHTOB CTaHeT 6Gosblue.
Hanpumep, Ha cepBepe ¢ 6 cepeucamum Worker, kaxapii U3 KOTOPbIX 3anyckaeT 8 napannebHblXx MOTOKOB,
AOKYMeHTbI 13 Jnasok obpabaTbiBatOTCs CO CKOPOCTbHO:

e 7 300 f0KyMeHTOB B Yac;

e 175 000 fOKyMEHTOB B CYTKMU.

NHTerpaums c cepBMcoM A0BEPEHHOCTEN

Mpwv HacTpoiike NHTerpaLmmn ¢ cepBncoM goepeHHocTe KoHTyp.loBepeHHOCTb HeobXxoAMMO 06paTUTLCS
K BEHAOPY A8 YTOUHEHMWS YCNOBUIA UCMONb30BaHUA MHTErpaLmMoHHoro API.

Ana coTpysHUKOB, KOTOpble OyAyT MOAMUCHIBATb 31EKTPOHHble (MalMHOYMTaeMble) JOBEPEHHOCTY,
HeobxoanMmbl cepTuduKaTbl KBannduumpoaHHou M1, BbifaHHble YAocTOBepstoWwnM LieHTpom PHC nam
posepeHHbiM YL PHC.

Ha paboune mecTta pykoBoauTenewn, KoTopble OyayT MNOAMUCbIBaTb 3NEKTPOHHbIE JOBEPEHHOCTY,
yCTaHOBUTE:

e cpeactBa KpunrtosawmTel nHdopmaumm (CK3) Kpuntollpo CSP 4.0/5.0 ¢ noasep>kkon anropvtma
xewuvposaHua GOST (TOCT P 34.10-2012). Ecanm  AOKYMEHTbl MNOAMNUCHLIBAKOTCA C  MOMOLLBIO
PytokeH 2UIM 3.0 ceptndumkatamm FOCT, To yctaHaBamBaTh CK3W Ha pabouee mecTo Heoba3aTenbHO.

° 3aKprTbII7I KJ1HOY 3ﬂeKTp0HHOI7I noanncu,;

° CepTI/Iq)I/IKaTbI M3 Lernoykn 4oBepua: KOpHeBOI‘/JI CepTI/ICI)I/IKaT YAOCTOBEPAKOLWEro LLeHTpa CepTI/ICIDI/IKaLI,I/II/I
N  TMPOMEXYTOYHbIE CepTI/ICI)I/IKaTbI. C wmx NOMOLbBKO nNoATBEPXAaeTCA MNOA/MNHHOCTb KArouen
LLII/Iq)pOBaHI/IFl, KOTOpPbIE NCNONB3YHOTCA ANA nognncaHnAa AOKYMEHTOB;

e CcepTUdMKaTbl KOPHEBBIX LEHTPOB CePTUPMKALIMMN A1 LUTAMMOB BPEMEHW.

CepTndukaTbl yCTaHaBAVBAIOTCA B JIOKa/IbHOE XpaHUAULLEe cepTUdMKATOB PyKOBOAMUTENS, B JOBEPEHHbIE
KOpPHEBblEe LeHTpbl cepTudumKaLmm. MopaAaoK yCTaHOBKN CM. B JOKYMEHTALMWN YAOCTOBEPAIOLLErO LIEHTPA,
y KOTOpOro npuobpeTteHbl cepTudurKaTbl.
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TpeboBaHusa K cepBepy

Mpw yctaHoBke Directum RX HacTpoliTe cepBep B 3aBUCMMOCTU OT UCMOAb3YEMOW Ha HEM OMNepPaLNOHHON
cUCTeMbI.

Windows | 1, cepsepe ¢ Beb-cepsepom u cepsucamm Workflow ycraHosute:

e CK3WU KpunTtollpo CSP. ns yctaHOBKM TpebyeTcs aMueH3ma Ha NpaBo ncnoab3oBaHua Kpuntollpo Ha
cepBepe;

e cepTMduUKaTbl U3 LEMOYKM JOBEPUA: KOPHEBOW CepTMUKAT YA0CTOBEPAIOLLErO LIeHTpa cepTudumKaumm,
NPOMeXYTOUHble cepTudurKaThbl.

Linux ' pa cepsepe ¢ KomnoHeHTamm Docker Engine:

e aktmBumpymte anueHsuno CK3W Kpuntollpo CSP, ecnv TpebyeTtcs nognucaHme JOKYMEHTOB Ha CepBEpe.
KomnoHeHTbl KpnnTollpo y>e ycTaHOBNEHb! B KOHTEMHEPAX;

e yCTaHOBWUTE CcepTUPMKATbl U3 LIEMOYKM LOBEPUA: KOPHEBOM CepTUPMKAT YAOCTOBEPAIOLLErO LEeHTpa
cepTudurKaLmMm, MPOMEXYTOUHble cepTUdMKaTbI.

NuTterpauusa c 1C

Moasep>kunBaetcs nHTerpaumsa ¢ cnctemamm 1C co cnegyroLMmMm COCTaBASIOWLMMU:

Mnatdopma 1C KoHdurypauusa 1C

«1C: NpegnpusaTtne 8.3» Bepcun 8.3.17.2760 «1C: byxrantepma 3.0» sepcmm 3.0.123.26 un Bbiwe (COBMECTUMOCTb
n BbllLe nposepeHa a0 Bepcumn 3.0.173.23 BKAOUNTENBHO)

Bonee nosgHue Bepcum koHourypaumin 1C MmoryT 6biTb HecoBMecTUMBI ¢ Directum RX 13-3a M3MeHeHui B
KoHUrypauwmsx. Mpu obHapy>KeHNn HeCOBMeCTUMOCTelr obpatutecb B cnyxby noaaep>xkm Directum RX.
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OrpaHnyeHHas noaaepxka

OrpaHnyeHHas nogaepikKa

1. OnepauyunoHHas cuctema Microsoft Windows 7 Professional/Enterprise/Ultimate 32- wan 64-
pa3psgHas Bepcus sABNSETCA ycTapeBlen n bonble He nogaepuBaetca Microsoft. C gaHHoOM
Bepcuen OC:

e paborta Beb-kameHTa Directum RX gocTynHa, HO He peKOMeHAyeTCs;
e Beb-areHT He NOALEPXKMBAETCS.

2. Mpwn paboTte ¢ BebO-kAMEHTOM B onepauuoHHon cucteme Microsoft Windows B 6pay3epe
Mozilla Firefox He paboTaeT nepemelleHmne, co3gaHne U KonmpoBaHMe ob6bekToB 13 Microsoft
Outlook ¢ nomoubto MmexaHnama Drag&Drop.

3. OrpaHunyeHa nogaepxka pabotbl Beb-knmeHTta Directum RX Ha nnaHweTax. Hanpumep:
e HepoCTyneH Beb-areHT;
e JIOCTYMHO NOANMCaHWe TOIbKO 061aUHON AN NPOCTOW 3NEKTPOHHOW NMOAMUCHID;

e 13-32 OTCYTCTBMS MbIWWN HEAOCTYMHbI AEACTBUSA, CBA3aHHbIE C HEW, HaNpuUMep pacTarvBaHue
3/IEMEHTOB, MPOKPYYMBaHME CTPaHMUL, 1 Ap.

KomnoHeHT TpeboBaHuMe K NaaHweTam
ocC iOS 10.0 v BbIWwe
Microsoft Windows 8/10 (He nogaep>xusaetca Microsoft Windows RT)
bpaysep [ina OC iOS: Apple Safari Mobile
Pa3speweHue skpaHa PekomeHayemoe — 1024x768 v Bbiwwe. Ecan paspelueHne HMXe yKa3aHHOro,

3N1eMEHTbI CUCTEMbI MOTYT HE MOMECTUTLCA Ha 3KpaH

Ana pabotbl cO cMapTGOHOB W NAAHLIETOB PEKOMEHAYETCA WCMNOAb30BaTh MPUIOXKEHUA
Directum Solo n Directum Jazz. MogpobHee TpeboBaHua ana paboTbl C MPUNOXKEHUAMM CM. B
pa3genax «Cepsnc NOMAD», «Directum Solo» n «Directum Jazz».
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